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Abstract

This book covers the use of the Akeeba Backup site backup component for Joomlal™ -powered web sites. It
does not cover any other software of the Akeeba Backup suite, including Kickstart and the other utilities which
have documentation of their own. Both the free Akeeba Backup Core and the subscription-based Akeeba Backup
Professional editions are covered.

If you are looking for aquick start to using the component please watch our video tutorials [ https://www.akeeba.com/
videos].

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.3 or any
later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of
thelicense isincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Introduction
1. Introducing Akeeba Backup

Akeeba Backup is a complete site backup solution for your Joomlal™ powered website. It is designed to put your
entire site — files and database data — in a backup archive file you can restore on the same or a different server. The
restoration uses aweb installer script. Y ou do not have to mess with the command line or database management tools
— or even edit configuration files by hand.

More than that, Akeeba Backup is putting you in control of your data. If you so with you can fine-tuning your backup
choosing which directories, files or database tablesto exclude.

Tip

If you are looking for a quick start to using the component please watch our video tutorials [https://
www.akeeba.com/videos].

2. What can | use Akeeba Backup for?

Akeeba Backup can be used for much more than just backing up your site. Some indicative uses are:

» Security backups. Taking a snapshot of your site should your server fail, or a hacker exploit some security hole
to deface or compromise your site.

» Template sites. Web professionals have used Akeeba Backup in order to create "template sites'. This means that
you can build asite on alocal server, install every component you usually do on most clients sites and back it up.
Y ou how have acanned sitethat can serve asagreat template for future clients. Using the same method you can have
asnapshot of al the sitesyou have built for your clients, without the need to have them installed on your local server.

 Build asiteoff-line, upload thefinished site easily. Web professionals can build acomplete site off-line on alocal
server and when done take a snapshot with Akeeba Backup, then restore it on the production site.

» Testing upgrades locally, without risking breaking the on-line site. Joomlal™ updates have the potential of
breaking things, especially in complex or badly written components and modules. Web masters use Akeeba Backup
to get a site snapshot, restore it on alocal test server, perform the upgrade there and test for any problems without
the live site being at risk.

» Debugging locally. Almost the same as above, web professionals have used Akeeba Backup to take a snapshot of
aclient's Joomlal ™ site in order to perform bug hunting. Using Akeeba Backup again, they can upload the fixed
site back on the live server.

* Relocating a siteto a new host. Web masters who want to take their site to anew host have found Akeeba Backup
to be their saviour. Just backup the original site and restore on the new host; presto, your site is relocated with
virtually no effort at all.

Akeeba Backup has the potential to save you hours of hard labor, according to our users. It islicensed under the GNU
General Public License version 3 or, at your option, any later version of the license. Asaresult, you are free to install
it on as many sites as you like without having to pay for a pricey "developer'slicense".

Akeeba Backup comes in two editions, Core and Professional. Akeeba Backup Core is provided free of charge and
contains all the features a typical webmaster would like to have in order to easily complete backup and restoration
jobs. On top of that, the video tutorials and the full documentation are free of charge as well.
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Akeeba Backup Professional is designed with the needs of web professionalsin mind. It has features such asinclusion
of external directories and databases, powerful filters based on regular expressions, and support for sending your
backups on cloud storage services (such as Amazon S3, Dropbox or any other of the 40+ supported providers). Thanks
to its GNU GPL v3 license Akeeba Backup Professional can be installed on an unlimited number of clients' websites
without having to purchase additional subscriptions.

Disclaimer: Whether Akeeba Backup and its restoration works for you is highly dependent on conditions outside
our control such as your server setup, your server configuration and your PHP configuration as well as the way you
configure and use the software. We do provide free of charge versions of our software which let you evaluate it before
purchasing a subscription and we do offer support which can potentially work around some server configuration issues.
We consider it self-evident that despite our best efforts if you are unwilling to let us help you or if the problem is
ultimately something that only your host can address we bear no responsibility whatsoever and accept absolutely no
liability per the license our software is distributed under and our Terms of Service.

3. A typical backup/restoration work flow
Tip

If you are looking for a quick start to using the component please watch our video tutorials [https://
www.akeeba.com/videos].

As stated, Akeeba Backup is designed to make your life easier. It does that by streamlining the work flow of backing
up and restoring (or migrating) your site. From Akeeba Backup's perspective, restoring to the same host and location,
copying your site in asubdirectory / subdomain of the same host or transferring your site to a completely new host is
identical. That's right, Akeeba Backup doesn't care if you are restoring, copying, cloning or migrating your site! The
process is always the same, so you only have to learn it once. The learning curve is very smaooth, too!

Warning

Do not attempt to restoreto a different database technology, e.g. a backup taken on MySQL restored
on PostgreSQL . Thiswon't work and the restoration script won't even let you try. Thisis a consequence of
how different database server technol ogies structure the databases and the tables in said databases. Restoring
to different servers of the same database technology usually does work. This means that MySQL, MariaDB
and Percona are mostly compatible with each other. Please remember that Akeeba Backup only supports
database servers compatible with MySQL.

The typical work flow involves using two utilities from the Akeeba Backup suite: the Akeeba Backup component
itself, and Akeeba Kickstart. Here is the overview:

1. Install Akeeba Backup and configure it to taste. Or use the automated Configuration Wizard to automatically
configure it with the perfect settings for your server. Hit on the Backup Now button and let your site back up.
When it finishes up, click on the Manage Backups button. Click on the download links on the far-right of the only
backup entry from the list - or, better yet, use FTP to do that - saving al parts of the backup archive somewhere
on your local PC.

2. Extract the kickstart-VERSI ON.zip file you downloaded from our Downloads repository. The only contained files
areki ckst art . php and the translation INI files. Upload them to the server on which you want to restore your
siteto.

3. Upload all parts of the backup archive (do not extract it yet, just upload the files) to the server on which you
want to restore your site to (called here forth the target server ). Your server's directory should now contain the
ki ckst art . php and the parts of the backup archive (.jpa, .jO1, etc).

4. Fire up your browser and visit the Kickstat URL on your target server, for example http://
www. exanpl e. coni ki ckstart. php
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5. Change any option - if necessary - and hit the Start button. Sit back while Kickstart extracts the backup archive
directly on the server! It's ultra-fast too (when compared to FTP uploading all those 4000+ files!). If it fails with
an error, go back, select the Upl oad usi ng FTP option and supply your FTP connection information, then
click on Start again.

6. A new window pops up. It's the Akeeba Backup Installer (ABI), the site restoration script which was embedded
inside your archive. Do not close the Kickstart window yet!

7. Follow the prompts of the Akeeba Backup Installer, filling in the details of the new server (most importantly, the
new database connection and FTP connection information).

8. When the Akeeba Backup Installer is done, it prompts you to delete the installation directory. Ignore this prompt
and simply close the ANGIE window.

9. akeebabackup:deleteBack to the Kickstart window, click the button titled Clean Up. Kickstart removes the
installation directory, restores your .htaccess file (if you had one in the first place), removes the backup archive
and itself.

10.Click on the View the front-end button to visit your new site. Y ou're done.

If you are restoring to a different subdirectory on the same server as the original site, or to a whole different host,
you might need to edit your .htaccess file for your site to work properly. Also note that some third party extensions
which store absol utefilesystem paths, absolute URL s or contain host- or directory-specific settingsmay require manual
reconfiguration after the restoration is complete. Thisis al described in the restoration section of this guide. If you
need help backing up your site, take alook in the Backup Now section of this guide.

4. Server environment requirements

In order to work, Akeeba Backup requires the following server software environment:

» Joomla™ and PHP version compatibilities are detailed in our Compatibility page [https.//www.akeeba.com/
compatibility.html].

» MySQL 5.0.42 or later. MySQL 5.6 or later recommended. MySQL 4.x is hot supported.

e Minimum 24Mb of PHP menory_| i mt (sufficient only for smaller web sites, without many plug-ins and
modules running). More is better. 32Mb to 64Mb recommended for optimal performance on large sites. 128Mb is
recommended for sites containing deep-nested directories with thousands of files.

Even though Akeeba Backup may run on servers with a smaller memory limit, it isunlikely that it will ever finish
the backup process.

Enough available free space or quota limit to store your backup archives.
e The cURL PHP module must be installed for FTP and cloud uploads to work.

Asfar asthe browser is concerned, you can use any modern version (i.e. published within the last year) of Microsoft
Edge, Safari, Opera, Firefox or Google Chrome. We no longer support Internet Explorer; our software will display
incorrectly or not work at al on this old, buggy and obsolete browser.

In any case, you must make sure that Javascript is enabled on your browser for the backup to work. If you are using
AVG antivirus, please disable its Link Checker feature (and reboot your computer) as it is known to cause problems
with several Javascript-based web applications, including Akeeba Backup and itstools.

You are very strongly advised to disable Internet firewalls, antivirus applications and browser extensions which
interfere with the site's loading such as script blockers (such as NoScript) and ad blockers (such as AdBlockPlus) only
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for the domains you are backing up from and restoring to. Remember that these applications and browser extensions
are designed to protect you against third party sites. As aresult they are very aggressive and WILL break your own
sites. We can't do anything about it: your computer and your browser are under your control alone.

10



Chapter 2. Installation, updates and
upgrades

1. Installing Akeeba Backup

Installing Akeeba Backup is no different than installing any other Joomlal ™ extension on your site. You can read
the complete instructions for installing Joomlal™ extensions on the official help page [https.//docs.joomla.org/
Installing_an_extension]. Throughout this chapter we assume that you are familiar with these instructions and we will
try not to duplicate them.

1.1. Installing or manually updating the extension

Just like with most Joomlal extensions there are three waysto install or manually update Akeeba Backup on your site:

¢ Install from URL. Thisworks only with the Professional release of our component. It isthe easiest and fastest one,
if your server supportsit. Most servers do support this method.

» Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.
» Manual instalation. Thisisthe hardest, but virtually fail-safe, installation method.

Please note that installing and updating Akeeba Backup (and almost all Joomla! extensions) is actually the same thing.
If you want to update Akeeba Backup please remember that you MUST NOT uninstall it before installing the new
version! When you uninstall Akeeba Backup you will lose al your backup settings and all backup archives stored
inside Akeeba Backup's directories (including the default backup output directory). This is definitely something you
do not want to happen! Instead, simply install the new version on top of the old one. Joomlal will figure out that you
are doing an update and will treat it as such, automatically.

Tip

If you find that after installing or updating Akeeba Backup it is missing some features or doesn't work, please
try installing the same version a second time, without uninstalling the component. The reason is that very
few times the Joomlal extensionsinstaller infrastructure gets confused and fails to copy some files or entire
folders. By repeating the installation you force it to copy the missing files and folders, solving the problem.

1.1.1. Install from URL

The easiest way to install Akeeba Backup Professional isusing the Install from URL feature in Joomlal.

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur | _f open is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your
server has a firewall, it has to alow TCP connections over ports 80 and 443 to ww. akeeba. comand
cdn. akeeba. com If you don't see any updates or if they fail to download please ask your host to check
that these conditions are met. If they are met but you still do not see the updates please file abug report in the
official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods
discussed further below this page.

First, go to our site's download page for Akeeba Backup [https://www.akeeba.com/downl oads/akeeba-backup.html].
Make sure you are logged in. If not, log in now. These instructions won't work if you are not logged in! Click on the

11


https://docs.joomla.org/Installing_an_extension
https://docs.joomla.org/Installing_an_extension
https://docs.joomla.org/Installing_an_extension
http://forum.joomla.org/
http://forum.joomla.org/
https://www.akeeba.com/downloads/akeeba-backup.html
https://www.akeeba.com/downloads/akeeba-backup.html

Installation, updates and upgrades

All Files button of the version you want to install. Please note that the latest released version is aways listed first on
the page. On that page you will find both Akeeba Backup Core and Professional. Next to the Professiona edition's
Download Now button you will see the Direct Install Link link. Right click on it and select Copy link address or
whatever your browser callsthis.

Now go to your site's administator page and click on Extensions, Manage. Click on the Install from URL tab. Clear
the contents of the Install URL field and paste the URL you copied from our site's download page. Then click on the
Install button. Joomla! will download and install the Akeeba Backup update.

If Joomlal cannot download the package, please use one of the methods described in this section of the documentation.

1.1.2. Upload and install.

You can download the latest instalation packages our site's download page for Akeeba Backup [https://
www.akeeba.com/downl oads/akeeba-backup.html]. Please note that the latest versionis always on top. If you have an
older version of Joomlal or PHP please consult our Compatibility page [https://www.akeeba.com/compatibility.html]
to find the version of Akeeba Backup compatible with your Joomlal and PHP versions. In either case click on the
version you want to download and install.

If you are not a subscriber, click on the Akeeba Backup Core to download the ZIP installation package of the free
of charge version.

If you are a subscriber to the Professional release, please make sure that you have logged in first. Y ou should then see
an item on this page reading Akeeba Backup Professional. If you do not see it, please log out and log back in. Click
on the Professional item to download the ZIP installation package.

All Akeeba Backup installation packages contain the component and all of its associated extensions. Installing it will
install all of theseitemsautomatically. It can also be used to upgrade AkeebaBackup; just install it without uninstalling
the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X users! Safari, the default web server provided to you by Apple, is automatically
extracting the ZIP file into a directory and removes the ZIP file. In order to install the extension through
Joomlal's extensionsinstaller you must select that directory, right-click on it and select Compressto get aZIP
file of itscontents. Thisbehaviour was changed in Mac OS X Mountain Lion, but people upgrading from older
versionsof Mac OS X (Mac OS X Lion and earlier) will witnessthe old, automatic ZI P extraction, behaviour.

Log in to your site's administrator section. Click on Extensions, Manage link on the top menu. Please click on the
Upload Package File tab. Drag and drop the installation ZIP file you had previously downloaded to start the upload
and the installation. After a short while, Joomlal ™ will tell you that the component has been installed.

Warning

Akeeba Backup is a big extension (over 2Mb for the Professiona release). Some servers do not allow
you to upload files that big. If this is the case you can try the Manua installation or ask your host to
follow our installation troubleshooting instructions [ https://www.akeeba.com/documentati on/troubl eshooter/
abinstallation.html] under "Y ou get an error about the package not being uploaded to the server”.

If you have WAMPServer (or any other prepackaged local server), please note that its default configuration
does not allow files over 2Mb to be uploaded. To work around that you will need to modify your php.ini and
restart the server. On WAM Pserver |eft-click on the WAMP icon (the green W), click on PHP, php.ini. Find
the line beginning with upl oad_max_fi | esi ze. Changeit so that it reads:
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upl oad_max_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should also work on all other servers, local and live alike.

If the installation did not work, please take a look at our instalation troubleshooting instructions [https./
www.akeeba.com/documentati on/troubl eshooter/abinstallation.html] or try the manual installation described below.

1.1.3. Manual installation

As of Akeeba Backup 5.0.0 this method can no longer be supported for technical reasons which have to do with the
way Joomlal works when installing extensions of the type "package”.

Warning

DO NOT UNZIP THE PACKAGE AND TRY TO INSTALL THE EXTENSIONSMANUALLY! This
will very likely make your site fail with an error. When you are installing the package extension Joomlal
makesafew checksto make surethat your server meetsthe minimum requirements. Moreover, theinstallation
order in the package matters. It is designed to make sure that failure to install one of the included extensions
will minimize the chance of a cascading effect which breaks your site.

1.1.4. Troubleshooting the installation

Please note that extensions installation is performed by Joomlaitself, not code that we have written ourselves. If you
have a problem installing a Joomla extension of ours the root cause isin Joomlal and the way some of its functions
work. While we don't offer support for generic installation issues, this page is meant to serve as a collection of the
troubleshooting steps we'd follow on any site when any extension doesn't install correctly.

You get an error about the package not being uploaded to the server

Theinstallation packages of our extensionsare rather big. Many server have amaximum file upload size or amaximum
POST request size which istoo small —typically around 2MB —for our softwareto install. The best solution isto ask
your host to set the following in the server's php.ini:

upl oad_max_fil esize = 10M
post _nmax_size = 10M

On most hosts you can place theselinesin afilecalled . user. i ni (not theleading dot) or php. i ni inyour site's
adm ni st rat or directory.

If thisisnot possible, there'sagood chancethat thefollowing linesinyour . ht access filemay work on most servers:

php_val ue upl oad_max_fil esize 10M
php_val ue post max_size 10M

Thereisalso another alternative, but it won't work on all hosts: installation by URL . Please go to the Download section
of our site and select the software and version you want to download. Click on View All files. Next to the "Download
now" button for the installation package you will see alink called "DirectLink". Right click on it and select "Copy
link address” (the exact phrase depends on the browser, but it should have to do about copying thelink or its address/
URL / location).

Now go to your site's back-end, Extensions, Extensions Manager and find the Install from URL tab. Replace the
contents of the "Install URL" field with the contents of your clipboard (the DirectLink URL you copied above) and
click on the "Install" button next to this textbox. Aslong as your server supports installing extensions from URL the
installation should go through.

If this still doesn't help please read on for further troubleshooting tips
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"Install path does not exist"

Joomlal requiresthe PHP Gzip and ZI P extensionsto beinstalled. If either isnot installed or if it'sblocked then Joomlal
will be unableto install extensions. Unfortunately, a cascade of unhandled errorsinside Joomla! itself will cause it to
come up with the unhelpful and disorienting "Install path does not exist" error message.

Solution: ask your host to enabled the GZip and ZI P extensions in PHP. Furthermore, ask them to make sure that they
are not blocking the functionality of these extensionse.g. by usingdi sabl e_functi ons ordi sabl e_cl asses
intheir php. i ni file.

Please note that we routinely see hosts disabling functions zi p_open, gzunconpr ess, gzdefl ate and
gzdecode for ostensible "security reasons’. First of all Joomlal WILL NOT work properly when any of these
functions is unavailable. Moreover and despite what your host tells you, disabling this functions does not increase
your site's security in any conceivable way. If your host denies to unblock these functions please take your site to a
different host that understands how server security really works.

"Unable to write entry" or "Unable to create destination” error

This error message comes from Joomlal and it means that thereis afile or directory permissions issue. Unfortunately
thismessageisvery non-specific and providesno useful information for troubl eshooting. Thisissomething wereported
to Joomlain September 2017 and was ostensibly fixed but internal issues in the way the extensions installer work still
prevent the correct path from being shown.

In the meantime, all you can do isask your host to make sure that all folders and files on your site are writeable by the
user under which your site runs. Thisis not something you or us can do. Please do ask your host.

If this doesn't help it might mean that you have reached the file system capacity of your server. Please note that your
account on the server might have several limits:

e Maximum total size of files and database data. This is the most common limit, e.g. your host telling you that you
can use 10G of space in total. Please remember that this includes your database data. Moreover, keep in mind that
"unlimited” is amarketing term, not reality. Usually you get up to acertain size limit and you have to ask for more,
explaining why.

e Maximum number of files. Thisisusually NOT advertised, documented or visible anywhere. Many hosts will only
alow you up to a maximum number of files, e.g. 100,000. If you try to exceed that count the file is not created /
replaced, as if the permissions were not adequate to write to it. Please note that most times the host engineers will
call it "inode count" because that's technically what they are limiting on your hosting user account. Each inode is
afilesystem index entry and each file and folder on your site consumes one inode (that's not very accurate but it's
awell enough description to understand what an inode is).

e The physical disk size. All the aforementioned limits are great, but you cannot create files beyond the physical
capacity of the disks on your server. Most modern hosts use virtualized, network attached storage to provide ever-
expanding capacity on demand. However, some cheaper hosts and dedicated servers still have regular disks attached
with finite storage limits.

e The block count. Please remember that computer permanent storage cannot be allocated with a single byte
granularity. It is allocated in blocks, typically 4KB to 32KB each. Think of it as an apartment building where
everyone gets the same size , four bedroom apartment regardless of whether they are single or a family of seven
with a dog and two cats. This means that small files, whose size is nominally under one block, will occupy at least
one block. Your host counts the disk space usage by the number of blocks you occupy but hosting control panels
report the aggregated nominal sizes of thefiles. It is possible for the hosting control panel to report free space when
you have reached the block limit of your hosting account.

 Also remember that your hosting control panel does not report the limit information in real time. You may have
aready exceeded your limits but your control panel not having been updated with this information.
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If you are not sure about these limits please ask your host.

Upgrading from Core to Professional

In some cases we have seen that Joomla failed to copy all of the necessary files when upgrading from a Core to a
Professional release or when installing amajor update that spansmajor versions (e.g. 1.x to 2.y). If you believethishas
happened to you please install our software twice in arow, without uninstalling it before or in between the subsequent
installations.

Check your Joomla! and PHP version

We publish the compatibility of our software with Joomlal and PHP versions in the Compatibility page on our site.
You can find alink on this page at the bottom of every page of our site.

Please remember that the PHP version your site is using may be different than the PHP version your host reports in
their hosting control panel. If unsure, please refer to Joomla's System Information page. If you need to upgrade your
PHP version please consult your host. The exact method to do that varies by host.

Checking your temporary directory

First, we will have to make sure that you are using a valid temporary directory. Many sites are configured to use the
system-wide (/tmp) directory or an invalid directory, causing installation problems.

You can change your temporary directory from your site's Global Configuration page. You need to enter the full
filesystem path to Joomlast np folder. Thisistypically something like/ hore/ nysi t e/ public_htm /t np. If
unsure please ask your host. This information is not visible from within your site's administrator using any Joomla-
provided feature and thereis no way for us to know it.

Enable FTP

On shared hosts which are using PHP as an Apache module you have to enable Joomlal's FTP layer. Otherwise Joomlal
won't be able to write the files to its directories and installation will fail. If you are unsure whether this is the case
please ask your host.

If you need to enable the FTP layer here's how to do it:

1. Goto Site (or System, in Joomla 4), Global Configuration menu item.

2. Click on the Server tab

3. Set Enable FTPto Yes

4. Inthe FTP Host try using 127. 0. 0. 1 or | ocal host or the FTP hosthame assigned by your host

5. Inthe FTP Username and FTP Password fields provide the FTP username and password assigned by your host

6. Inthe FTP Root you haveto typein the FTP path to your site's root. Here is the easy way to find it using FileZilla
[http://ffilezilla-project.org/downl oad.php] :

Connect to your siteusing FileZilla. Navigateinside thefolder Joomla! isinstalled in. Usually it'sadirectory named
public_htm , ht docs, wwor something similar. If unsure don't ask us, ask your host. Now, on the right-hand
pane you will find the FTP path. Most likely it will look something like/ publ i ¢_ht m . Copy this and paste it
into the FTP Root text box in your Joomlal's Globa Configuration page.

7. Saveyour Global Configuration. If you got everything correctly, you should see a message that your configuration
was saved. If you see an error message please seek assistance on the Joomlal Forum [http://forum.joomla.org].
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Still problems?

If you still can't install our software and you are receiving messages regarding unwritable directories, inability to move
files or other similar file system related error messages you can ask for our support but you aready read what we're
going to try. At best you can expect us to find out the most likely root cause and tell you what you have to ask your
host to do to fix it.

1.1.5. The installation / update broke my site!

If your installation gets corrupt (e.g. Joomladidn't manage to successfully completetheinstallation or update of Akeeba
Backup) you might find with a broken site. Thisis not abug in our software. If critical files are missing or files from
different versions are mixed up, any software will malfunction.

If you have access to your site's backend try to install the latest Akeeba Backup version's ZIP file twice in a row,
without uninstalling the existing version before or in between.

Otherwise, use your FTP client to remove the following directories (some of them may not be present on your site;
thisisnormal):

adm ni st rat or/ conponent/com akeeba
conponent / com akeeba

nmedi a/ com akeeba

pl ugi ns/ qui cki con/ akeebabackup

pl ugi ns/ acti onl og/ akeebabackup

pl ugi ns/ syst enf backuponupdat e

Thiswill do thetrick! You will now be able to access your site's administrator page again and retry installing Akeeba
Backup without uninstalling it first. Remember, uninstalling Akeeba Backup will remove your settings and your
backups; you do not want that to happen!

Note

If you get a username and password dialog from your browser (not Joomlal) OR a server error when you
access your site's backend (administrator) URL, try deleting the . ht access and . ht passwd filesinside
your site's administrator folder.

In some cases Joomla! forgetsto install files for the FOF 4 library used by most of our components (Akeeba Backup,
Admin Tools, Akeeba Ticket System and others). This could mean that even removing the directories above you could
still be unable to access your site. If this happens, try the following solution:

1. Delete the folder libraries/fof40 from your site. ATTENTION! Do NOT remove the libraries/fof folder, it's
something entirely different and you will break your siteif you remove that folder instead!

2. Go to our Download page [https://www.akeeba.com/download.html] and download the latest version of FOF 4.
This downloads afile named something likel i b_f of 40- 1. 2. 3. zi p on your computer.

3. Extract (unzip) the file you downloaded. You see af of directory being extracted.

4. Renametof of directory tof of 40

5. Upload the f of 40 directory into your site'sl i br ari es directory.

6. Younow haveal i brari es/ f of 40 directory and you can log in to your site's backend.

7. Reinstall our extension twicein arow
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2. Upgrading from Core to Professional

Upgrading from Akeeba Backup Core to Akeeba Backup Professional is by no means different than installing the
component. You do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply follow the
installation instructions to install Akeeba Backup Professional over the existing Akeeba Backup Core installation.
That'sall! All your settings are preserved.

I mportant

When upgrading from Core to Professional you sometimes have to install the Professional package twice,
without uninstalling anything in between. Sometimes Joomlal does not copy some of the files and foldersthe
first timeyou instal it. However, if you install the package again (without uninstalling your existing copy of
Akeeba Backup) Joomla! copies al of the necessary files and performs the upgrade correctly.

3. Automatic updates

Akeeba Backup can be updated just like any other Joomla!l extension, using the Joomlal extensions update feature.
Please note that Joomlal isfully responsible for discovering available updates and installing them on your site. Akeeba
Ltd does not have any control of the update process.

Note

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur| _fopen is
set to 1 in your server's php.ini file) or has the PHP cURL extension enabled. Moreover, if your
server has a firewall, it has to alow TCP connections over ports 80 and 443 to ww. akeeba. comand
cdn. akeeba. com If you don't see any updates or if they fail to download please ask your host to check
that these conditions are met. If they are met but you still do not see the updates please file abug report in the
official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods
discussed further below this page.

Warning

Akeeba Backup Professional needs you to set up the Download ID before you can install the updates. Please
consult the Entering your Download ID documentation section for more information.

Y ou can access the extensions update feature in different ways depending on your Joomla version:

Joomla 3: From the icon your Joomlal administrator control panel page. You will find the icon in the left-hand
sidebar, under the Maintenance header. When there are updates found for any of your extensions you will see the
Updates are available message. Clicking on it will get you to the Update page of Joomlal Extensions Manager.

Joomla 3 (aternate method): From the top menu of your Joomlal administrator click on Extensions, Manager. From
that page click on the Update tab found in the left-hand sidebar. Clicking on it will get you to the Update page of
Joomlal Extensions Manager.

Joomla 4: From the icon your Joomlal administrator control panel page. By default you will find the icon in the
right-hand modules area, under the Update Checks header. When there are updates found for any of your extensions
you will seethe Updates are avail able message. Clicking onit will get you to the Update page of Joomlal Extensions
Manager.

Joomla 4 (alternate method): From the sidebar of your Joomlal administrator click on System. On the new page
find the Update area towards the bottom of the middle column and click the Extensions link. This takes you to the
Update page of Joomlal Extensions Manager.
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If you do not see the updates try clicking on the Find Updates button in the toolbar of the Joomlal Extensions: Update
page. If you do not see the updates still you may want to wait up to 24 hours before retrying. This has to do with the
way the update CDN works and how Joomlal caches the update information.

If thereis an update available for Akeeba Backup tick the box to theleft of its row and then click on the Update button
in the toolbar. Joomlal will now download and install the update.

If Joomlal cannot download the package, please use one of the manual update methods described below.

If you get awhite page whileinstalling the update pleasetry either the Built-in method (described above) or the manual
update method (described below).

Updating manually

Asnoted in theinstallation section, installing and updating Akeeba Backup is actually the same thing. If the automatic
update using Joomlal's extensions update feature does not work, please install the update manually following the
instructions in the installation section of this documentation.

I mportant

When installing an update manually you MUST NOT uninstall your existing version of Akeeba Backup.
Uninstalling Akeeba Backup will always remove al your settings and any existing backup archives stored
on your server. You definitely do not want that to happen!

Sometimes Joomlal may forget to copy some files when updating extensions. If you find Akeeba Backup suddenly
not working or if you get a warning that your installation is corrupt you need to download the latest version's ZIP
file and install it twice on your site, without uninstalling it before or in-between these installations. This will most
certainly fix thisissue.

If the error occurs again after a while, without you updating our software, please contact your host. Some hosts will
delete or renamefiles automatically and without any confirmation as part of a (broken and unfit for purpose) "malware
scanner / antivirus'. Unfortunately, these scanners return alot of false positives -innocent files mistakenly marked as
malicious- but rename / delete them nonethel ess, breaking software installed on the server. If you are on such a host
we very strongly recommend that you move to a decent host, run by people who actually know what they are doing.
It will be far less headache for you and would actually improve your site's security.

3.1. Troubleshooting the update

Like most Joomlaextensions, our software relies on Joomla's built-in extensions updater. In simpleterms, code written
by the Joomla project, shipped with Joomla itself and running on your site is responsible for retrieving information
about the latest available versions, determining whether an update is available, downloading the update package and
installing it on your site. Akeeba Ltd has no control over that code.

Despite this not being our code, we do understand that our clients do come across problems with updates and need our
help. The way the Joomla built-in extensions updater is written makes it prone to some easily preventable, common
errors. Itserror reporting ranges from unhel pful to non-existent. In an effort to hel p you, we've compiled and condensed
all the troubleshooting we've done for years on our sites and our clients sites.

We do understand that the instructions in this section are convoluted and complicated. We are afraid that thisis the
simplest form they can be reduced to. We'd like to assure you that they do not reflect on the quality of software we can
produce. These instructions are necessitated by and reflect the way Joomlaitself works.

If you were using our software between 2009 and 2016 you might remember that we were using our own code, Akeeba
Live Update, to find, download and install updates to our software. It was a much better solution and much easier to
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troubleshoot; it would tell you exactly what to fix and ask you to click a button to let it verify the fix. Unfortunately,
the Joomla Extensions Directory (JED) made it impossible to use ouw own updater code, even as an aternative to
the Joomla built-in extensions updater, in 2016. Doing otherwise is a violation of JED's terms of service and would
result in all of our extensions being unlisted. That's why we are now using the Joomla built-in extensions updater even
though we know it's nowhere near as good as what we used to have. Sorry, folks.

3.1.1. Addressing server issues

In some casesyou will seethat Joomlacannot retrievethelatest version information or update packagefor our software,
reporting it cannot connect to cdn.akeeba.com (extensions released after August 2020) or cdn.akeebabackup.com
(extensions released before August 2020). Related to that, Joomla may report that it's unable to download the
Professional edition's update package, saying it's unable to connect to our site www.akeeba.com (extensions released
after August 2020) or www.akeebabackup.com (extensions released before August 2020). This can mean a few
different things which al have to do with how your host is set up.

Our CND and our site are accessible over HTTPS and use avalid, signed TLS certificate. At the time of this writing
the TL S certificates are issued by Let's Encrypt and Amazon Web Services. The TL S certificates used for HTTPS on
our CDN and site use the recommended SHA-256 hashing algorithm and the servers only support modern versions
of the TLS protocol (at the time of this writing it's TLS 1.2 and later). If your host has an out of date Certification
Authority cache or compiled PHP against an old TL S library which does not support modern versions of TLS your
site will be unable to connect to our servers.

If this is not the case, please be aware that some hosts run a proxy server or a firewall which can either prevent or
cache outgoing connections in front of their servers. Depending on how this isimplemented it can cause two distinct
types of problems.

Thefirst problem is that your site might be unable to connect to our CDN and our server to retrieve the latest version
information and the update package itself respectively. If this happens you need to ask your host to allow connections
to TCP/IP port 443 (HTTPS) for www.akeeba.com and cdn.akeeba.com. If they ask you for an IP address please ask
them to resolve these domain names from their server. The latter is a Content Delivery network (CDN) with hundreds
of servers, powered by Amazon CloudFront, meaning that its I P address depends on where you are accessing it from.

The second problem is that when Joomla tries to retrieve the latest version information or an update file from our
serversyour host's proxy getsin the way and returns information it has cached. We explicitly ask for that information
not to be cached, using standard HT TP headers, but some hosts choose to ignore web standards and do their own thing.
Also worth noting isthat your host should not interfering with HTTPS (encrypted) traffic, so all the more reason to be
worried about their implementation in this case. Unfortunately, we have caught afew hosts doing that over the years.

None of theseissues can be addressed by you or us. Y ou will need to contact your host about them. Before you assume
any of theseissues are in play and if you are using the Professional edition of our software please do check that your
Download ID isvalid first.

3.1.2. Check the validity of your Download ID
Note

Theinformation in this section only appliesto the Professional edition. If you are using the Core edition you
can skip over it.

If you are using the Professional version of our softwarewe need to verify that you have an active subscription that gives
you accessto downloads of the software you aretrying to update. We do that by means of aDownload ID which hasthe
format 0123456789abcdef0123456789abcdef (Main Download 1D) or 12345:0123456789abcdef 0123456789abcdef
(Add-on Download ID). In and by itself the Download ID does not carry any information about your subscription
status. It isan identifier linked to your account on our site.

19



Installation, updates and upgrades

First, you need to check that you are using avalid Download ID. Do not assume that your Download 1D is entered
at al, or that it isvalid. Thiskind of false assumption accounts for half of the update issues we are asked to help our
clients with. Always check on our site. Log into our site and go to Add-on Download 1Ds from the top menu. Copy
the Download ID and paste it to our extension's Options page in the Download 1D box, under the Update tab.

If you had to enter or change the Download 1D but Joomla was already reporting an updated version you need to
follow the instructions in the Entering or changing your Download 1D after an update is available section. Otherwise
installing the update will NOT work at al due to the way Joomla caches update information in its database.

3.1.2.1. Check your subscription status

As noted above, the Download 1D itself does not carry any information about whether you are allowed to download an
update. This check is done on our server when it receives the Download ID aong with Joomla's request to download
an update. The check performed is simple: do you have an active subscription which gives you access to the software
you are trying to download?

Do not assume that your subscription is active. It is possible that you missed an email warning you about the
subscription expiring and a manual action to renew it being required on your part. This may even happen when you
have a recurring subscription if our reseller, Paddle, cannot automatically charge your credit card / PayPal account
for any reason. Or you may have simply let your manually renewing subscription lapsed or canceled your recurring
subscription.

Always log into our site and go to the My Subscriptions page to check your subscription status. If your subscription
has expired you can renew it. Once the payment is compl ete and accepted by our reseller you will be able to download
the updates within the next 20" or less (typically: within seconds).

3.1.2.2. Multiple Professional edition Akeeba extensions with different Download
IDs

It's possible that you have more than one of our Professional extensions but you want to use different Download I1Ds
for each one of them. For example, if each extension was bought by a different company working on your site or if
you are trying to migrate to a new user account on our site.

In this case you need to unpublish the following plugins on your site:
* Instaler - Akeeba Backup Professional

 Instaler - Akeeba Ticket System Professional

* Instaler - Admin Tools Professional

Do remember to check the Download IDs for each and every of our extensions.

3.1.2.3. Entering or changing your Download ID after an update is available

If you had to enter or change a Download ID after Joomla finds an update for it you will need to jump through a few
hoops. This happens because of the way Joomla caches update information and some design choices in the Joomla
extensions updater which prevent it from working smoothly in this case.

Please follow al of the steps below in the exact order presented from a single browser tab without having any other
tabs or windows to your site open. Please follow all of the steps even if you think that something is redundant or
repetitive; it'snot and there is areason wetell you to do it. We understand that the process outlined below is gruelling.
Unfortunately it is necessary because of how Joomla itself works. This code is NOT under our contral. If it was our
code you wouldn't have to do anything at all; we know how to write software with better UX than this...

For Joomla 3:
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1. Go to the backend of your site

2. Go to our software's main page e.g. click on Components and then on Akeeba Backup or Admin Tools or Akeeba
Ticket System Professional depending on which of our software you have.

3. Click on Optionsin the top right corner. This opens Joomla's com_config component showing the settings for our
software.

4. Clear your Download ID.

5. Click on Save & Close.

6. Click on Optionsin the top right corner again.
7. Enter your Download ID.

8. Click on Save & Close.

9. If you have more than one Professional version of our softwareinstalled repeat the process from the beginning until
herefor each one of: Akeeba Backup Professional, Admin Tools Professional, Akeeba Ticket System Professional.

10.Go to Extensions, Manage, Update.
11.Click on Clear Cache.

12.Go to System, Clear Cache

13.From the dropdown select Administrator

14.Click on Clear All even if thelist is empty. Joomla has a hidden query cache which screws up updates if you don't
clear it.

15.Go to Extensions, Manage, Update.

16.Click on Clear Cache again.

17.Click on Find Updates.

18.Y ou should now be able to perform the updates to our software

For Joomla 4:

1. Go to the backend of your site.

2. Go to the System menu item, find the Update section and click on Update Sites.

3. Click on the update site for our software, e.g. Akeeba Backup Professional, Akeeba Ticket System Professional or
Admin Tools Professional depending on which of our software you have.

4. Enter your Download ID in the Download Key box.
5. Click on Save & Close.

6. If you have more than one Professional version of our softwareinstalled repeat the process from the beginning until
herefor each one of: Akeeba Backup Professional, Admin Tools Professional, Akeeba Ticket System Professional.

7. Go to the System menu item, find the Update section and click on Extensions.

8. Click on Clear Cache.
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9. Go to the System menu item, find the Maintenance area, click the Clear Cache link.
10.Click on the Delete All button even if the list is empty.

11.Go to the System menu item, find the Update area, click the Extensions link.
12.Click on the Clear Cache button in the toolbar again.

13.Click on the Find Update button.

14.Y ou should now be able to perform the updates to our software

3.1.3. Updates are showing after installing the latest version

Sometimes you might see that Joomlareports that the version you haveinstalled or even apreviousversionisavailable
as an update. This can mean three things:

» Joomla's update cache is stuck. See the information on resetting Joomla's update cache.
 You have a server issue connecting to our CDN. See the information on addressing server issues.

* You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https.//
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

3.1.4. Updates not showing despite having an older version

Sometimes you may see that Joomla refuses to report the availability of a new version of our software. This can mean
three things:

e Theupdate site for our softwareis disabled. See the information on checking the update site.
» Joomla's update cache is stuck. See the information on resetting Joomla's update cache.
 You have a server issue connecting to our CDN. See the information on addressing server issues.

* You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https.//
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

3.1.4.1. Check the update site

First we are going to check if the Update Site is disabled. Go to the backend of your site. On Joomla 3 go to the
Extensions, Manage, Update Sites menu item. On Joomla 4 go to the System menu item, find the Update area and
click on the Update Sites link.

On that page you will see alist of the update sites for the extensions you have installed on your site. If you see our
software in that list — you may have to search for it — make sure it's published, i.e. there's a green checkmark in the
Status column. If it's not already published publishit now. If you had to publish the Update Site you a so need to follow
the instructions under Refresh the update cache for your updates to work.

If our software does not appear on that list you will need to click on Rebuild. Watch out! Using Rebuild removes all
Download IDs and Download Keys from all installed extensions on your site and will cause extension installation to
fail. You will also need to follow the instructions under Check the validity of your Download ID for your updates
to work.

3.1.4.2. Refresh the update cache

Joomla does not download the latest version information every time you ask it to tell you if there's a new version
available for an extension. This would be too slow and bog down the servers of the third party developers providing
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this update information. Instead, it caches the updates for 1 to 24 hours (configurable), with the default being 6 hours.
In very rare cases this updates cache may get “ stuck” beyond this time limit and needs to be manually refreshed.

First try the normal way to get the update cache refreshed. Please follow all of the steps below in the exact order
presented from a single browser tab without having any other tabs or windows to your site open. Please follow all of
the steps even if you think that something is redundant; it's not and there is areason wetell you to do it.

On Joomla 3:

1. Go to the backend of your site.

2. Go to the Extensions, Manage, Update menu item.

3. Click on the Clear Cache button in the toolbar.

4. Click on the Find Update button.

On Joomla 4:

1. Go to the backend of your site.

2. Go to the System menu item, find the Update area, click the Extensions link.
3. Click on the Clear Cache button in the toolbar.

4. Click on the Find Update button.

This will tell Joomlato get the up-to-date information about available versions for al extensions installed on your
computer. If you do not see anything changing to the better you have hit arare issue which involves another Joomla
cachethat isinvisible even to the Super Users: the Joomla database query cache. Please follow all of the steps below
in the exact order presented from a single browser tab without having any other tabs or windows to your site open.
Please follow all of the steps even if you think that something is redundant or repetitive; it's not and there is areason
wetell youtodoit.

On Joomla 3:

1. Go to the backend of your site.

2. Go to the Extensions, Manage, Update menu item.
3. Click on the Clear Cache button in the toolbar.

4. Go to the System, Clear Cache menu item.

5. From the dropdown select Administrator.

6. Click on the Delete All button even if the list is empty.
7. Go to the Extensions, Manage, Update menu item.
8. Click on the Clear Cache button in the toolbar again.
9. Click on the Find Update button.

On Joomla 4:

1. Go to the backend of your site.

2. Go to the System menu item, find the Update area, click the Extensions link.
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3. Click on the Clear Cache button in the toolbar.

4. Go to the System menu item, find the Maintenance area, click the Clear Cache link.
5. Click on the Delete All button even if thelist is empty.

6. Go to the System menu item, find the Update area, click the Extensions link.

7. Click on the Clear Cache button in the toolbar again.

8. Click on the Find Update button.

If you still cannot retrieve updates for our software you need to check if you have a server issue. If that's not the case
you need to check the update site since it might have been automatically unpublished by Joomla.

3.1.5. Miscellaneous troubleshooting and information
3.1.5.1. The update fails to download

If you are trying to update a Professional edition please check your Download ID. Typicaly you will get an error
message telling you that an error 403 or 500 was received when trying to download the update package. Whether
you see that message or a generic download failure message depends on the version of Joomla you have installed
on your site.

If this doesn't help you need to check if you have a server issue.
3.1.5.2. Updating with a third party service fails

Typically, third party site management services ask Joomlato providethe updateinformation and install update on your
behalf. Therefore the troubleshooting information in this section would solve both in-site and remote (via a service)
extension updates.

If you can install an update by logging into your site's backend but NOT through a service you need to contact the
third party site management service and report this issue. Unfortunately we cannot help with it. Third party services
DO NOT ask usfor permissions to implement an updater for our software.

3.1.5.3. Manual update

As noted earlier in the documentation, a manual update is the same as installing the extension. Download the latest
version from our site and install it on your site without uninstalling our extension.

3.1.5.4. Update installation problems

If your update does download but fails to install try the manual update method (installing the new version on top of
the old one). If that fails, too, you should follow the instructions on the installation troubleshooting section you can
read earlier in this documentation.

3.2. Entering your Download ID
Note

If you are using Akeeba Backup Core, the free of charge edition of Akeeba Backup, you do not need to
and must not enter a Download ID. The Download ID is only required for the for-a-fee Akeeba Backup
Professional edition.

Akeeba Backup Professional is the for-a-fee edition of Akeeba Backup with additional features. Downloading it,
either for installation from scratch or as an update to an already installed but older version on your site, requires
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confirming that you have an active subscription which gives you access to Akeeba Backup Professional downloads.
When you download the installation ZI P file from our site this meansthat you need to log in to our sitefirst. However,
when downloading updates through Joomla you really don't want to and usually cannot be asked to log in to our
site. The Download ID is used in this case to identify you to our download servers. Furthermore, a Download 1D
linked with an active subscription is also required to use some remote file storage services such as Dropbox and
OneDrive (specifically: any remote storage service which uses OAuth2 or a variation thereof, therefore requiring a
specia “mediator” script which runs on our servers).

Using your Download IDs on your clients' sites

Our software license allows you to use your Download | Ds on the sites of your clients. However, you must tell your
clientsthat:

» Downloads and support for the software covered by the Download 1D is provided by you, not Akeeba Ltd.

* If they want to receive support and / or downloads directly from Akeeba Ltd they need to purchase a qualifying
subscription on our site. In this case they do not qualify for the renewal discount.

» They arenot allowed to use the Download 1D on any other site or use the Download ID to download the software for
any reason other than updating or reinstalling the covered software on the same site the Download 1D was entered
in. In other words, they cannot use the Download ID to install or update our software on any other site.

If you are no longer administering a site where you have entered a Download 1D you must revoke or regenerate
that Download ID. Y ou need to do the same if you believe that your Download ID is being used by third parties
in an unauthorized manner. Please note that unauthorized use of Download IDs could have consegquences on your
subscription with us.

Finding your Download ID
Download IDs comein two flavors, your main Download ID and Add-on Download I1Ds.

Y ou can find your main Download ID in the My Subscriptions [ https.//www.akeeba.com/my-subscriptions.html] page
of our site. We recommend using this Download ID only on your own site(s). This Download ID cannot be revoked,
it can only be regenerated. If it's regenerated you will need to enter the new Download ID on all of your sites which
can be asignificant hasse.

Y ou can generate an unlimited number of Add-on Download I Ds without additional charge in the Add-on Download
IDs [https://www.akeeba.com/download/add-on-dlid.html] page. Unlike the main Download ID you can revoke
(disable) any Add-on Download ID at any time. Aslong as you only use one Add-on Download ID per site revoking
or regenerating it will not affect the other sites' ability to download and install updates.

Entering your Download ID on a newly installed copy of Akeeba
Backup

If you just installed Akeeba Backup on your site go to Components, Akeeba Backup. Y ou will be shown a message at
the top of the page that you need to enter your Download ID. The message includes alink to a page on our site where
you can find and copy your main Download ID. After entering either your main Download ID (NOT recommended)
or an Add-on Download ID (recommended) click on the Apply button to save it.

If Akeeba Backup or Joomlal was already showing you that an update for Akeeba Backup is available please follow
the steps under "Further steps if a download was available before entering a new Download ID" below.

Enter or view your Download ID on Joomla 3

If your siteis built on Joomlal 3 go to Components, Akeeba Backup and click on the Options button in the toolbar.
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Click on the Live Update tab.
Enter your main or Add-on Download ID in the Download ID are and click on Save & Close on the toolbar.

If Akeeba Backup or Joomlal was already showing you that an update for Akeeba Backup is available please follow
the steps under "Further steps if a download was available before entering a new Download 1D" below.

Enter or view your Download ID on Joomla 4

If your site is built on Joomlal 4 DO NOT use the Options method above. It will not work. Joomlal 4 provides a
centralised download key management interface.

From the main administrator page of your site click on System on the sidebar.
Click on the Update Sites link towards the bottom of the middle column on the System page.
Find the Akeeba Backup Professional entry on the list and click on it to open the edit page.

Enter your main or Add-on Download 1D in the Download Key area. Click on the Save & Close button on the tool bar
to apply the Download ID.

If Akeeba Backup or Joomlal was already showing you that an update for Akeeba Backup is available please follow
the steps under "Further steps if a download was available before entering a new Download ID" below.

Further steps if a download was available before entering a new
Download ID

Joomla applies the Download ID when it is looking for updates, not when it tries to download updates. This is a
weird implementation detail that dates back to design decisions made before Joomla 1.6 was released, back in 2009.
Unfortunately, this means that entering a new Download ID after Joomla shows that updates are available does NOT
apply the new Download ID immediately and causes updatesto fail. Y ou need to follow all of the steps outlined below,
in this specific order, without doing anything else on your site's administrator area in between to let Joomla see the
new Download ID. Please do not file support tickets or bug reports about this with us; extension updates are managed
by Joomla core code and we have no influence over it.

» Go to Joomld's extension update page.

On Joomla 3: From the top menu of your Joomlal administrator click on Extensions, Manager. From that page click
on the Update tab found in the left-hand sidebar.

On Joomla 4: From the sidebar of your Joomla! administrator click on System. On the new page find the Update
area towards the bottom of the middle column and click the Extensions link.

» Click on the Clear Cache button in the toolbar.

* Next up, we need to clear the Joomla administrator cache. This is required because Joomla caches the database
queries which retrieve the Download ID in its administrator cache. If you do not clear the cache it won't see the
new Download ID.

On Joomla3: From the top menu of your Joomlaadministrator click on System, Clear Cache. Inthe drop-down menu
abovethelist choose Administrator (by default the other option, Site, is selected). Click on Delete All in the toolbar.

On Joomla4: From the sidebar of your Joomlal administrator click on System. Onthe new pagefind the Maintenance
areatowardsthe top of theleft column and click the Clear Cache link. Unfortunately, Joomla4 makesit impossible
to easily select just the administrator cache so we'll be deleting all cached content. Click on Delete All in thetoolbar.

* Go back to to Joomld's extension update page.
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On Joomla 3: From the top menu of your Joomlal administrator click on Extensions, Manager. From that page click
on the Update tab found in the left-hand sidebar.

On Joomla 4: From the sidebar of your Joomlal administrator click on System. On the new page find the Update
area towards the bottom of the middle column and click the Extensions link.

* Click on the Clear Cache button in the toolbar again, even if you don't see any update items. The page should be
empty. If it's not empty repeat all of these instructions from the beginning. Sometimes Joomla does not clear the
cache when you tell it to so you need to do this entire weird dance all over again. Sorry, it's not something that has
to do with us, it's a core Joomla code issue.

* Click on the Find Updates button in the toolbar again.

* You should now see the update to our software and be able to install it.

Troubleshooting updates to the Professional release

If youtill cannot install our software please check that the Download I D isentered correctly. If it'snot entered correctly
enter the correct Download ID and follow all of these instructions again.

If the Download ID isentered correctly but it's not active in the Add-on Download | Ds page you will need to enableiit.
After enabling it you will be able to download and install the update without having to follow these instructions again.

If the Download ID is correct please make sure that you have an active qualifying subscription on our site. If your
subscription has expired you need to purchase a renewal on our site. Once the renewal is active you will be able to
download and install the update without having to follow these instructions again, as long as you have not changed
your Download ID.

If you still cannot download updates despite having the correct Download ID and an active subscription try waiting
for 24 to 48 hours. In very rare cases Joomla's update cache gets stuck despite following the instructions above and
you just need to wait until Joomla decidesit hasto reload it.

If the updates are still not downloading please make sure that you are using a version of Joomla and PHP that is
supported by the new version of our software. If you are not sure please consult our Compatibility page [https://
www.akeeba.com/compatibility.html].

If you've followed al these troubleshooting steps and the update is not downloading at al you need to contact your
host and ask them to allow traffic to www. akeeba. comand cdn. akeeba. comover port TCP 443 (HTTPS),
make sure that the PHP cURL module is installed and activated on the version of PHP your site is using and that
finally the libcurl and libssl system libraries the cURL module is compiled against are up-to-date versions. If your
host cannot help you with any of these requests (despite this being literally what you are paying them to do) you can
install updates manually. Kindly note that Akeeba Ltd is not responsible for your hosting environment and that the
requirements for downloading updates from our site are met by server software released roughly 5 years ago. If your
host cannot provide 5 year old software and open ports in their firewall you should probably be migrating your site
to a more up-to-date, competent host.

4. Uninstalling Akeeba Backup

Akeeba Backup can be uninstalled just like any other Joomla extension.

Warning

Uninstalling AkeebaBackup will deleteyour backup profiles, thelist of your backup attempts (what you seein
the Manage Backups page) and any backups stored in the default backup output folder which isinside Akeeba
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Backup's component folder. Thereis no further confirmation. This processisIRREVERSIBLE. If you lose
your backups by uninstalling Akeeba Backup we cannot help you retrieve them, they are gone forever.

First, go the extensions manager page.

» Joomla3: From thetop menu of your Joomlal administrator click on Extensions, Manage. From theleft-hand sidebar
choose Manage.

» Joomla4: From the sidebar of your Joomlal administrator click on System. On the new page find the Manage area
towards the top of the middle column and click the Extensions link.

In the Search box type Akeeba Backup package. It will show you a single item called "Akeeba Backup package'
whose Type is Package.

I mportant

Only ever try to uninstall the Package type extension. DO NOT try to uninstall the component, its plugins
or module individualy. It will leave stuff behind.

Select the item's checkbox and click on the Uninstall button in the toolbar. The extension and al its dependencies will
be automatically uninstalled.

Information about FOF

All of our software, as well as some third party software, installs our FOF framework version 3 or 4. This is
automatically removed when the last extension to useiit is being uninstalled.

Please DO NOT try to uninstall the file fof30 or file fof40 File type extension manually. Joomlawill let you do that
even when it's not safe, meaning that your site may become inaccessible.

Furthermore, please note that Joomla 3 (but NOT Joomla 4) comes with a similarly named FOF extension of the
Library typeinstalled. Thisis an ancient (last updated April 2015), no longer supported version (2.4.3) of our FOF
framework that's bundled with Joomlaitself. It is NOT part of Akeeba software. Moreover, it cannot be uninstalled -
it's a protected extension. Please do not ask us for assistance about this extension, it's part of Joomlaitself.

Finally, if you had areally old version of our software installed you might find an extension named FOF (ef zero ef).
That was an updated version of FOF 2.x, named in a way that does not conflict with Joomla's copy of FOF 2 (it's
complicated...). We have not used this framework since mid-2015 so you should be able to safely removeit aslong as
no third party extension still usesit. Since it's been so many years since we last updated it or used it in our software
we will no longer answer inquiries about it. Thank you for your understanding.

5. Requesting support and reporting bugs

Support can be provided only to subscribers and only through our site's Support section. If you aready have an active
subscription which gives you access to the support for Akeeba Backup you can request support for it through our site.
You will needtologin to our site and go to Support, Akeeba Backup for Joomla! and click on the New Ticket button.
If you can't see the button please make sure you have an active subscription that gives you access to Akeeba Backup
for Joomla! support. If you do and still don't see the button please use the Contact Us page to let us know of the ticket
system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. Y ou don't need to be a subscriber to report a
bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. An issue
is not a bug unless it can be reliably reproduced on multiple sites and servers. Please make sure you include clear
instructions on reproducing the issue. If the issue cannot be reproduced it's not a bug report, it's a support request.
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I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,
our Contact Us page or any other method except the Support section on our site. We aso cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support is
not provided to non-subscribers; if you are using the Core version you can request support from other users
in the official Joomlal forum or any other Joomlal-related forum in your country/region. We have to impose
those restrictions in support to ensure a high level of service and quality. Thank you for your understanding.
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Chapter 3. Using the Akeeba Backup
component

In this chapter you are going to find detailed reference of al the pages, options and features of the Akeeba Backup
components. To get things organized in alogical manner, we chose to present the individual pagesin the same manner
they appear on the component's Control Panel page, i.e. the first page which is presented to you when you launch the
component's back-end. Some of the pages are not available as Control Panel icons, but from different areas of the
component. These are discussed first.

1. Menu items

Joomlal 3.7 and later versions allow you to create custom administrator menus. Akeeba Backup fully supports this
new feature by providing custom menu item types.

Most of these custom menu item types were created with site integrators / web site agencies in mind. Typically you
want to offer your client a simple, obvious way of doing backup operations (take, restore or transfer backups). Up
until now you had to tell them to go to the quite busy Akeeba Backup page and click on just the one thing you want
them to. Aswe all know, clients get distracted and start changing things they shouldn't be touching. The custom menu
types below are designed to offer perfectly tailored access to the component areas that most users need. Taking and
restoring a backup can become a no-brainer, reduced to simply clicking on a back-end menu item.

1.1. Control Panel

This menu item type lets you access Akeeba Backup's main page (control panel). This is the same menu item type
Joomla! creates by default when you install the component.

Please remember that excluding files, folders and database tables as well as including external folders and additional
databases (for the Professional edition) can only be donethrough the Control Panel page. It'salwaysagood ideahaving
alink of thistypein your custom menu.

1.2. Backup

Thismenu item type alows the usersto take backups. The default options|let thiswork just like clicking on the Backup
Now iconin Akeeba Backup's Control Panel page, i.e. the user can select an alternative backup profile, enter abackup
description and/or comment and then take a backup or change their mind and return back to the Control Panel page.
However the additional optionslet you do more interesting stuff.

The available options are:

Force backup Select the backup profile which will be pre-selected in drop-down of the Backup Now page.

profile Selecting (None) default to the currently active backup profile, as selected in other pages of the
Akeeba Backup component. By default that's profile #1. Thisis especially useful with the Start
immediately option below.

Start immediately When enabled the backup will start right away, without asking the user to enter a backup
description or comment and without the option to change their mind. Thisis eguivalent to using
the One Click Backup feature inside Akeeba Backup.

We strongly recommend using this with the Force backup profile option above. Use it to set up
which profile you want the backup to be taken with. This allows you to set up one-click backup
menu items.
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Hide toolbar When this option is disabled the user will see the Control Panel and Help buttons at the top of the
page. The former will take them back to Akeeba Backup's main page whereas the latter opensthe
documentation page for the Backup Now page. If you are setting up aone-click backup menuitem
with the options aboveit's agood ideato enable this option to hide these buttons. That's especially
useful when you are setting up a simple menu for use by your client and you don't want them to
accidentally cancel the backup by clicking on these buttons.

Return URL Set up an internal URL to redirect the user after a successful backup. An "internal URL" is
a URL pointing to a page in your site's administrator area, without the domain name and /
adm ni strator/ partof it. For example, to take someone back to the Joomlal main page set
thisto i ndex. php without anything else before or after it. To take someone back to Akeeba
Backup's main page set thistoi ndex. php?opt i on=com akeeba.

Warning

Due to the way Joomla's menu manager works, it expects the URL to be URL -encoded.
This means that question marks must be replaced %3F and so on. Don't worry about it.
Enter the URL regularly and save the menu item twice in arow. We have employed a
trick to force URL-encoding of the value when re-saving the menu item. Unfortunately
due to amissing feature in Joomla's APl we can't employ the same or asimilarly clever
trick the<f i r st > time you save the URL.

1.3. Configuration

This menu item type allows the users to modify the main configuration of the current backup profile. It's equivalent
to pressing the Configuration button in Akeeba Backup's main page.

1.4. Manage Backups

Thismenu item type alows the users to manage backup attempts. Thisincludes viewing all backup attempts, viewing /
changing the backup description and comments, have access to logs, download the backups, manage remotely stored
backups and restore any of the past backups (as opposed to only the latest backup). It's equivalent to pressing the
Manage Backups button in Akeeba Backup's main page.

1.5. Restore Latest Backup

Note

This menu option type will only work with Akeeba Backup Professional.

This menu item type allows the users to restore the latest backup taken with the specified backup profile. This is
especialy useful if you teach your site administrators (or the clients for whom you're building sites) to take a backup
right before trying to do something which could go wrong such as updating a component, changing configuration
settings or doing batch operations on content.

Theonly optionisBackup Profilewhich lets you choose which backup profile'slatest backup attempt will be restored.

Idea: use the same profile you've set up in a menu item of the Backup type that you've told the client to always use
before any dangerous operation. Thisway you can offer your clients an easy way to undo their most common mistakes!
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1.6. Site Transfer Wizard

Note

This menu option type will only work with Akeeba Backup Professional.

This menu item type allows the users to transfer and restore the latest backup on a different server. It's equivaent to
pressing the Site Transfer Wizard button in Akeeba Backup's main page.

Idea: you can train your clients to use this to deploy a site from the staging to the live server.

1.7. What to do if you don't have any menu items to
Akeeba Backup

Depending on how you've set up your site's administrator menu and/or if you've hit a Joomlal bug that sometimes
occurs on extension update you may end up without a menu item to Akeeba Backup. Other times you may have
deliberately chosen not to display a menu to Akeeba Backup to keep clients from changing the backup settings. The
guestion remains. How can you access Akeeba Backup and how can you restore menu items manually?

The following instructions are generic Joomlal usage tips and don't have to do with how our software works. We
provide them as a courtesy. If these instructions don't work for you please do not contact Akeeba Ltd for support. We

cannot offer support for generic Joomlal use. Instead please do ask for help in the Joomla support forumat ht t p: / /
forum joonl a. org.

Accessing Akeeba Backup

Y ou can aways access Akeeba Backup by visitingthe/ admi ni st rat or/ i ndex. php?opti on=com akeeba
URL on your site, after logging in to your site's back-end.

That isto say, if your sitesadministrator URL isht t p: / / www. exanpl e. coni admi ni strat or/i ndex. php

enter the URL http://ww. exanpl e. conf admi ni strator/i ndex. php?opti on=com akeeba in
your browser's address bar to access Akeeba Backup.

Restoring Joomla's default administrator menus

I mportant

These instructions only work on Joomlal 3.7 and later and only with the default administration template
supplied with Joomla. If you have athird party administrator template please contact the template's devel oper
for instructions regarding missing menu items or reverting to the Joomlal default administrator menu.

You need to access the / admi ni strator/index. php?opti on=com nodul es URL on your site, after
logging in to your site's back-end.

From the drop-down that currently reads Si t e select the option Adni ni str at or .
Find the module which displays your administrator menu. Usually it's called Admin Menu. Click on it to edit it.

From the Menu To Show drop-down select Use System Preset. Then click on Save & Close.
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2. Pages outside the Control Panel panes

2.1. Common navigation elements

All pages have their title displayed above their contents. On the tool bar there is a Control Panel icon. Clicking it will
bring you back to Akeeba Backup's Control Panel (the first page of the component, with al the buttons).

On pages where editing takes place (e.g. the Configuration page, the profiles editor, etc) instead of the Control Panel
icon there is a Cancel icon which discards any changes made and returns you to the previous page. On those pages
you will aso find a Save & Close icon which saves settings and returns you to the previous page, as well as a Save
icon which saves settings and returns you to the same editing page.

On the bottom of each page, just above the Joomlal ™ footer, there is the license information. On the Control Panel
page of the Akeeba Backup Core editions there is also a donation link appearing on the right sidebar; if you feel that
Akeeba Backup was useful for you do not hesitate to donate any amount you deem appropriate.

2.2. The Control Panel

The main page which loads when you click on Components, Akeeba Backup is called the Control Panel screen. From
here you can see if everything is in working order and access al of the component's functions and configuration
options. If any problems or configuration issues are detected, Akeeba Backup will report one or more error or warning

Messages.

If you see ablank page instead of the Control Panel, you may have avery old version of PHP installed on your server.
Please check the minimum requirements of your currently installed Akeeba Backup version. Akeeba Backup will try
to detect incompatible PHP versions but this is not always possible.

The profile selection box

Active Profile: #1

#1. Default Backup Profile ¥ = Switch Profiles

Towards the top of the page, thereis the profile selection box. It serves a double purpose, indicating the active profile
and letting you switch between available profiles. Clicking on the drop down allows you to select a new profile.
Changing the selection (clicking on the drop down list and selecting a new profile) automatically makes this new
profile current and Akeeba Backup notifies you about that. Should this not happen, you can manually click on the
Switch Profile button on the right to forcibly make the selected profile current.

Tip
The active profile is applied in all functions of the component, including configuration, filter settings,
inclusion options, etc. The only settings which are not dependent on the active profile are those accessible

from the Options toolbar button. Keep thisin mind when editing any of Akeeba Backup's settings!

On the right hand side of the page, you will find a column with useful information.
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Status Summary

ﬁ Akeeba Backup is ready to backup your site

Akeeba Backup Professional 6.0.1 (2018-02-26)

CHANGELOG Reload update information

Backup Statistics

Backup Start Monday, 19 March 2018 09:59

Time

Description Backup taken on Monday, 19 March
2018 09:59

Status

Origin Backend

Type Full site backup
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There are two areas;

Status Summary

Backup Statistics

Inthisareayou can find information regarding the status of your backup output directory. Akeeba
Backup will warn you if this directory is unwritable. If the text reads that there are potential
problems you must take alook at the details below to find out what these might be!

| mportant

It is possible that your host enforces open basedir restrictions which only allow you
to have an output directory under a handful of predefined locations. On this occasion,
Akeeba Backup will report the folder unwritable even though you might have enforced
0777 (read, write and execute allowed for all) permissions. Theserestrictionsare reported
in the section below the overall statustext asan item entitled "open_basedir restrictions’.

If any potential problems have been detected, right below the overall status you will find one or
several warningslinks. Just click on each warning's description to get apop up window explaining
the potentia problem, its impact on your backup and precautionary or corrective steps you can
take. If this section is empty, no detectable problems were found; thisis a good thing, indeed!

If you see any problems reported please read the full text of the warnings by clicking on each
item. It contains instructions to solve the issue. These are the same instructions our support staff
will provide as afirst response to these issues.

If you are a Core (free version) user, you will seeadonation link. If you feel that Akeeba Backup
has helped you - and you do not wish or can't afford subscribing to the Professional edition - you
can donate a small amount of money to help us keep the free version going. Thank you!

Thispanel informs you about the status of your last backup attempt. The information shownisthe
date and time of backup, the origin (e.g. remote, backend, frontend and so on), the profile used
and the backup status.
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Themain navigation panel set

Basic Operations

i Kl

Backup Now Site Transfer Manage Configuration Profiles
Wizard Backups Management
Troubleshooting
View Log Troubleshooter
- ALICE

Advanced Operations

Schedule Import Impart
Automatic Archives Archives from
Backups 53

Include and Exclude Information

HH

Multiple Off-site Files and Database RegEx Files RegEx
Databases Directories Directories Tables and Database
Definitions Inclusion Exclusion Exclusion Directories Tables

Exclusion Exclusion

The main navigation panel set allows access to the different functions of the component. Y ou can access them by
clicking on the respective each icon. Please note that the screenshot in this documentation displays the Professional
version. If you are using the Core version you will have fewer options.
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Depending on your backup profile settings, at the top of this area you may find a series of buttons under the header
One-click backup. Clicking one of these buttons will start a backup with the corresponding backup profile, without
asking you for confirmation.

Finally, you can edit the global options of Akeeba Backup by clicking on the Options button towards the top right
hand of the page, in the Joomla! toolbar area at the top of the page.

2.2.1. Warning and error messages in the Control Panel

Full page error messages

In the unlikely event that your server has a major configuration issue, e.g. using an outdated PHP version or PHP
module, which prevents you from running our software at all instead of the Control Panel page you will see a full
screen error message. The page will tell you what the problem isand how to fix it. For example, if you have an outdated
PHP version:

Outdated PHP error page

i System ~ Users ~ Menus ~ Content + Components ~ Extensions ~ Help ~ Joomla! 3.x De... & P

Outdated PHP version 5.3.29 detected

Akeeba Backup requires PHP 5.4.0 or any later version to work.

We strongly urge you to update to PHP 5.6.0 or later. If you are unsure how to do this, please ask your host.

Version numbers don't make sense?

Security advice

Your version of PHP, 5.3.29, has reached the end of its life on Thursday, 14 August 2014. You are strongly urged to upgrade to a current version, as using older versions may
expose you to security vulnerabilities and bugs that have been fixed in more recent versions of PHP.

Download ID messages
The Download | D message in the Professional

You need to enter your Download ID

You must enter your Download ID before you can update Akeeba Backup Professional. If you don't know your download ID, please click here

Paste your Download ID and press the bution

If you are using Akeeba Backup Professional for Joomlal you will be asked to enter your Download ID. This is
necessary to receive updates to the software. Without it you will be notified for updates but you will not be able to
install them. Click on the link in the message to log in to our site and receive personalized instructions for entering
the Download ID.

Tip

Y ou can create Add-On Download | Ds free of charge on our site. Just log into our site and click on the "add-
on download IDs" link below the header. Y ou can have a different Download ID for each of your clients. If
the client stops working with you, you will be able to unpublish (deactivate) their Download ID.
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The Download I D message in the Core version

Entering the Download ID is not sufficient for enabling Akeeba Backup Professional's features. You will need to download and install the Akeeba Backup Professional
package on your site twice, without uninstalling the Core version. For more information and detailed instructions please take a look at our video tutorial on upgrading_ Akeeba
Backup Core to Professional.

Conversely, if you are using the Akeeba Backup Core for Joomlal but have entered a Download 1D you will receive
an error message reminding you that this is not the proper way to upgrade to the Professional version. Instead, you
should install the Professional version on top of the Core version. If you are not sure how to do this please click the
link at the end of the message. It takes you to avideo tutorial telling you how to do this.

Media files' permissions

Media folder permissions

© WARNING

Akeeba Backup could not determine the permissions of the media/com_akeeba directory.
Please do one of the following:

1. Activate Joomlal's FTP mode in Global Configuration
2. Change the permissions of the media/com_akeeba directory and all of its subdirectories to 0755 and all of its files to 0644 using your FTP client

Akeeba Backup will most likely not work at all if you do not perform these steps. Do not ask for support if you can see this message. All the information you need is already on
this message.

If Akeeba Backup detects a problem with the permissions of the media folder, where its JavaScript, CSS and image
files are stored, it will try to automatically do the necessary changes for you. It requires that you have provided FTP
connection information to your site's Global Configuration and enabled the FTP option in that page.

If these changes cannot be done automatically it will display this error message. Please follow the instructions in the
message.

If you have aready followed the instructions in the message but the interface behaves erratically or appears "broken"
one of your system pluginsiskilling Akeeba Backup's JavaScript. Check your browser's devel oper tools to see which
third party JavaScript is causing that. If you can't figure it out yourself please contact us and give us Super User and
FTP access to your site so we can help you.

Tip
Due to the way this warning works you may see ayellow or red flash in the Control Panel, Configuration or

Backup Now pages. Thisisnormal and nothing to worry about. It'sjust your browser being faster in rendering
the page than Javascript files loading from your server.

CloudFlare RocketLoader

CloudFlare RocketL oader warning

© CloudFlare's Rocket Loader will prevent you from using Akeeba Backup

We have detected that CloudFlare Rocket Loader is enabled on your site. This feature will interfere with JavaScript on your site, mixing up the order scripts are loaded therefore
causing JavaScript errors. Please disable the Rocket Loader feature to let Joomla's and Akeeba Backup's JavaScript work correctly. For further information and instructions
please refer to CloudFlare's documentation.

CloudFlare's Rocketl oader changes the load order of the JavaScript on every page of your site, deferring the loading
of every file at the end of the page load. Unfortunately, this causes applications depending on JavaScript, like Akeeba
Backup or even Joomla! itself, to fail due to no fault of their developers.

If Akeeba Backup detects that you are using CloudFlare's RocketLoader it will try to apply a workaround which
prevents RocketlL oader from mangling Akeeba Backup's JavaScript. This may NOT work on al sites. In case the
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automatic workaround failsyou seethis error message. Please follow thelink at the end of the message for instructions
to manually fix this problem.

Missing mbstring
Missing mbstring warning

Your version of PHP does not have the mbstring extension installed or activated. Having it enabled is a Joomla! requirement. Joomla! and Akeeba Backup will not work
properly. Please ask your host to enable the mbstring extension on PHP 7.0.28-1+ubuntul6.04.1+deb.sury.org+1 running on your server.

AkeebaBackup, like Joomlal itself, requires the PHP extension called "mbstring" to be loaded and activated. Without
it it isimpossible to handle extended characters and find the length of binary data. Therefore, if mbstring is missing
your backup will fail. Please ask your host to enable mbstring on your site. The PHP version for which mbstring needs
to be activated, as reported by PHP running on your server, is printed on the message on your screen. Please copy the
message from your site to your host's support — do not copy the version displayed in the example screenshot above.

Broken database

Broken database war ning

We have detected that one or more tables with the wm61j_ak_ prefix are broken. Akeeba Backup will not work properly. Please ask your host to repair these tables and then
click here to let Akeeba Backup update its database tables.

Akeeba Backup checks the structure of its database tables every time you visit the Control Panel page. If the structure
isout of dateit triesto fix them. If it failsit prints the message above. The possible reasons for failure are:

» Broken tables. Per the message, ask your host to fix the table with the prefix printed in the error message on your
site (NOT the one in the documentation; the documentation is just an example).

* Insufficient database user permissions. Y our database user does not have the necessary permissions to modify the
database tables. Please contact your host and ask them to help you.

* Using HHVM instead of PHP. Y ou are using HHVM instead of PHP proper. HHVM is actually incompatible with
PHP, it causes problems and we do NOT support it. Please use PHP 7 instead. PHP 7 isasfast as-and in many cases
much faster than- HHVM without the incompatibility issues. Our software is fully compatible with PHP 7 and we
recommend it for daily use. If you are not sure how to check that / how to switch to PHP 7 please contact your host.

» PHPiscompiled with avery old version of the MySQL connector library. Please contact your host and have them
check that if all elsefails.

» Custom / unsupported Joomlal database driver. If you don't know what this means it's probably not the case and
you should stop reading this paragraph now. If you know what it means please do check that your custom database
driver classtalksto a MySQL compatible server (MySQL, Persona or MariaDB) and returns a name that contains
the string "mysgl" (case insensitive). Otherwise Akeeba Backup won't know how to install or update its tables.

After fixing the problem visit Akeeba Backup's Control Panel page again. If you see the message again, click the link
in the message to have Akeeba Backup retry fixing its tables structure.

Obsolete PHP version

Obsolete PHP version

You are using an obsolete PHP version

Your site is running on PHP 5.4.40 which has stopped receiving security updates since Thursday, 03 September 2015. Using this on a live site is dangerous: unpatched security
issues can get your site hacked. Moreover, we can only guarantee support for obsolete versions of PHP after nine months since their end-of-life date. Therefore, support for your
version of PHP may be dropped any time after Friday, 03 June 2016. We strongly advise you to ask your host to upgrade your site to PHP 5.6 or later.
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Akeeba Backup always checks the PHP version it runs under. If your PHP version isvery old and declared end-of-life
(EOL) by the developers of PHP we will warn you. EOL versions of PHP have known bugs which prevent software
from running correctly, slow, and insecure. Even if your Linux distribution's vendor claims to still support them, the
fact remains that major security and functional flaws are NOT fixed.

Because of these reasons, Akeeba Ltd only officially supports running our software on the versions of PHP which are
till under active maintenance per the official PHP site [ http://be2.php.net/supported-versions.php]. We only guarantee
support End Of Life versions of PHP for 3 to 6 months after their End Of Life date as published in the official PHP
site [http://www.php.net/eol .php].

If your PHP version isout of date you will see amessage similar to the one above, with the relevant PHP version, EOL
and end of support dates printed in it. There is no reason to stick with an old PHP version. Upgrade your PHP: your
site will be more secure and faster. As a bonus, your site will rank better in search engines: slow sites are penalized
in search results since 2014.

Front-end backup Secret Word

Front-end backup Secret Word

@ The front-end and remote backup features are disabled

Your Secret Word is insecure and can be easily guessed. In order to protect your site Akeeba Backup has disabled access to front-end and remote backup until you enter a
secure Secret Word. The problem detected is:

The secret word is too simple. Try using lower and upper case letters, numbers and punctuation.

Please click on Options, Front-end and enter a more complex secret word. Alternatively, click the button below to reset the secret word to the suggested value
C3wK-****EXAMPLE**** 7aNtoRTiIZgqzIVY In either case you will need to update your remote backup services and/or CRON jobs with the new Secret Word.

If you have enabled the legacy front-end backup feature, Akeeba Backup checks the quality of the Secret Word. If it's
found too simple / easily guessable it will decline to run front-end and remote backups until you use a more secure
Secret Word. Thisisasecurity precaution: an easily guessable Secret Word could be used to launch aDenial of Service
attack to your site or steal information from it. If you are not sure how to create a secure secret word click the large
button to apply an automatically generated, secure secret word.

Insecure output directory

I nsecur e output directory

Insecure output directory

Akeeba Backup detected that your backup output directory /Users/nicholas/Sites/boot/backups is under your site's web root.
Its contents, including your backup archives, are accessible over the web. Moreover, it's possible to list the files in the directory i.e.
it gives a listing of your backup archives when you access it with a web browser. This is a major security issue. An attacker can
access this folder from a web browser and download your backup archives directly, bypassing your site's security.

Click the button below to fix this issue. Here's what it does.

A .htaccess and a web.config file will be written to that folder. On most servers this is enough to prevent direct web downloads
of any file inside it and disables the listing of its files. We also have a solution for the servers where these special files don't have an
effect. Another three files called index.php, index.html and index.htm will also be written to that folder. These index files

prevent the web server from listing the names of the backup archives and backup log files.
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Akeeba Backup periodically checks the security of the Backup Output Directory configured in the currently selected
backup profile. It does so by trying to write asmall file in it and the read it by accessing it through its URL (not by
reading the file through the file system). If that works, it means that anyone on the Internet can read any file stored in
the backup output directory if they know their name — including log files and backup archives. This can be a major
security issue because it may allow an attacker to gain access to privileged information about your site or even a
complete copy of your site.

Clicking the Fix the security of my backups button will address the problem by installing a number of files in the
backup output directory which block direct web access to the files or, at the very least, make listing the names of the
contained files impossible.

It isalso recommended that you edit the backup profile's Configuration and add - [ RANDOM to the end of the backup
archive name. Thiswill append 16 completely random, alphanumeric characters to the backup archive's name. Thisis
a security feature. It makes it extremely hard for an attacker to successfully guess the name of your backup archives.
Even if your server does not allow Akeeba Backup to prevent direct web accessto the filesin the output directory, the
combination of the files which prevent listing the file names (meaning that an attacker would have to guess the name
of your backup archive) and the random al phanumeric characters at the end of the backup archive name (meaning that
the attacker would need several hundreds of thousands of yearsto successfully guess the name of your backup archive)
protect your backups adequately in the overwhelming majority of use cases.

I mportant

The BEST solution to thisissue is creating a dedicated folder for your backup placed outside your server's
web root. Please consult the Security Information chapter of our documentation to understand how servers
work and why this solution is the best one possible.

Configuration Wizard

Configuration Wizard notice

Let Akeeba Backup configure itself?

It looks like you have not configured Akeeba Backup yet. Click on the Configuration Wizard button below to let it configure itself.

After Akeeba Backup has finished configuring itself you can take a backup or fine tune its configuration manually.

| x Cance |

If Akeeba Backup detects that you have a brand new backup profile that has not been configured yet it will ask you to
run the Configuration Wizard. The Wizard runswithout requiring any input from you. Sit back and let Akeeba Backup
figure out what are the best backup settings for your site. We recommend all of our users to use the Configuration
Wizard as it prevents the most common backup problems you may encounter.

2.2.2. Editing the component's Options

Y ou can edit the global, component-wide options by clicking on the Options button towards the top right hand of the
page, in the Joomlal toolbar area at the top of the page. The Options editor opensin anew page.

Please note that the component Options are component-wide and take effect regardless of the active profile.
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There are several tabs:

Permissions

Permissions Front-end backup Live update Security Back-end Push Notifications

O Default permissions used for all content in this component.

Manage the permission settings for the user groups below. See notes at the bottom.

Public Action Select New Setting Calculated Setting
— Guest Configure ACL & Options Inherited v
—Manager Access Administration Interface Inherited v
— Administrator
Backup inherted  +
— Pro Users
Configure Inherited v
— Registered
Download Inherited v Not Allowed (Inherited)
— Author
— Editor
— Publisher

— Subscribers
— Super Subscriber
— Super Users

— Support Staff

If you change the setting, it will apply to this and all child groups, components and content. Note that:

Inherited means that the permissions from the parent group will be used.

Denied means that no matter what the parent group's setting is, the group being edited can't take this action.

Allowed means that the group being edited will be able to take this action (but if this is in conflict with the parent group it will have no
impact; a conflict will be indicated by Not Allowed (Locked) under Calculated Settings).

Not Set is used only for the Public group in global configuration. The Public group is the parent of all other groups. If a permission is not
set, it is treated as deny but can be changed for child groups, components, categories and items.

Thisis the standard Joomlal ACL permissions setup tab. Akeeba Backup fully supports supports Joomlal ACLs and
uses the following three custom permissions:

Backup Now  Allowsthe users of the group to take backups.

Configure (The second one displayed in each group) Allows the users of the group to access the Configuration
page, as well as al features which define what is included/excluded from the backup

Download Allows the users of the group to download backup archives from the Manage Backups page.
Front-end backup

Here you can define options which affect front-end, CRON and remote backups.

42



Using the Akeeba Backup component

Permissions Front-end backup Live update

Security Back-end Push Motifications

@ This allows you to enable the legacy and Lite front-end backup modes

Enable front-end and
remote backup

Yes

Enabled failed backups
check from the front-end

Secret word

Default Joomla! behavior

Backup timezone

Email on backup
completion

Email address

Email Subject

Email Body

Check for failed backups
Stuck backup timeout 180
Email address

Email Subject

Email Body
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Enable front-
end and remote
backup

Enable failed
backups check
from the front-
end

Secret word

Backup timezone

Email on backup
completion

Email address

Akeeba Backup allows you to take backups from the front-end, or from compatible remote clients
(e.g. Akeeba Remote CLI and other third party products or services). In order to be able to do so,
you have to enable this option.

Akeeba Backup allows you to access a special URL on the front-end of the site. Thisletsit detect
failed / stuck backups and send you email notifications about them. In order to be able to do so,
you have to enable this option.

Required to authenticate aremote backup method. Also protectsthefront-end backup feature from
Denial of Service attacks by requiring you to pass this secret word in the front-end backup URL.

Please notethat if you use any character other than a-z, A-Z and 0-9 you MUST NOT usethe secret
word verbatim in the front-end backup URL. Instead, you have to URL-encode it. The Schedule
Automatic Backups page doesthat automatically for you. Just go to Components, Akeeba Backup,
click Schedule Automatic Backups, scroll all theway down and use one of the tabsto get the URL
or command line you need to use with the secret word properly encoded in the URL.

For security reasons, you must use a complex enough secret word. Akeeba Backup's JSSON API
and front-end backup plugins enforce that by disabling themselvesif you are using a Secret Word
with alow complexity. We strongly recommend using a "secret word" consisting of at least 16
random, mixed case alphanumeric characters. It should not be a dictionary word or based off
adictionary word. One good resource for truly random secret words is Random.org's password
generator [https.//www.random.org/passwords/?num=1& len=24& format=html & rnd=new].

Note

Why isthisfield not a password field? The Secret word istransmitted in the clear when
you load the page and is also visible when you view the source of the page or right click
on the field and choose Inspect Element. In other words, as long as someone has access
to the component configuration page they can trivially find out the secret word. Not to
mention that the secret work is also plainly visible in the Schedule Automatic Backups
page. Always use HTTPS with acommercially signed SSL certificate when configuring
or backing up your site.

The timezone which will be used for al of the backup naming variables processed by Akeeba
Backup. These are variables such as [DATE] and [TIME] which you can use in the filename
template of backup archives, the backup output directory name, the front-end and remote backup
emails and elsewhere.

The default optioniscalled Def aul t Joomnd a! behavi or andit will find out the timezone
the same way Joomlal does: if there is alogged in user it will use their timezone. If there is no
logged in user (e.g. front-end or remote backup) or thereis alogged in user but they do not have
atimezone set in their user profile the Server Timezone used in the site's Global Configuration
will be used instead. If that is not set it will fall back to GMT (Greenwich Mean Time).

We recommend setting this option to the timezone the peopl e responsible for taking and restoring
backups are most familiar with. If you are the only Super User use the timezone where you
normally livein.

When enabled, Akeeba Backup will send an email regarding the backup status every time afront-
end or remote backup is complete or failed.

When the above option is enabled, the email will be sent to this email address. If you leave it
blank, Akeeba Backup will send a copy of the email to all Super Administrators of the site.
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Email subject

Email body

You can enter multiple emall addresses separated by commas. For example:
f oo@xanpl e. com bar @xanpl e. net, baz@xanpl e. org

Please notethat the email addressesarefed directly into Joomla'semail library. If Joomlaconsiders
your email address to not be well-formed it will not send an email to it at all. We recommend
avoiding UTF-8 in email addresses for this reason. Each email message to each email address
is sent separately (the are not CC'ed or BCC'ed). The more email addresses you include and the
more time it takes for the remote mail server to respond the longer this feature will take to run.
We recommend using less than 5 email addressesto avoid PHP timing out. If you need more than
5 email addresses you should consider creating an email forwarder on your server, i.e. an email
address which will automatically forward all email messages sent to it to multiple recipients.

Thisoption letsyou customise the subject of the email message which will be sent when aremote,
CRON or front-end backup succeeds. Y ou can use the backup naming variables, e.g. [HOST] for
the domain name of your site and [DATE] for the current date and time stamp. Leave blank to
use the generic default option.

This option lets you customise the body of the email message which will be sent when aremote,
CRON or front-end backup succeeds. L eave blank to use the generic default option. The email is
delivered as plain text; you may not use any HTML to format it. Y ou can use the same variables
you can use in file names, i.e. [HOST] for the domain name of your site and [DATE] for the
current date and time stamp, inside the body text. Moreover, you may also use any or al of the
following variablesin order to enhance the clarity of your message:

[PROFILENUMBERe numeric ID of the current backup profile
[PROFILENAME] The description of the current backup profile
[PARTCOUNT]  Thenumber of archive parts of the backup archive which was just generated

[FILELIST] A list of filenames of the archive parts of the backup archive which was just
generated

[FILESIZESLIST] A list of filenames of the archive parts of the backup archive which was just
generated and their approximate sizes.

Please note that Akeeba Backup does not store the exact size of each part
file. It only stores the total size of all backup parts it has created. Akeeba
Backup makes the following assumptions for determining the approximate
size of each backup part:

» The size of the only file of a single part backup is equal to the total size
of the backup.

» The file size of the whole parts (.j01, .jO1, ... for JPA and JPS archives
and .z01, .z02, ... for ZIP archives) is equa to the Part Size for Split
Archivesthat you have defined inits configuration. Thisistrue for amost
all backup archives. In extremely rare cases parts may be up to 200 bytes
short of the part size for split archive. It may also be wrong in case of
a filesystem error which caused a backup archive to become truncated.
That's why we're calling the size shown by this feature "approximate”.

» Thefilesizeof thelast part (.jpa, .jps, .zip) of amulti-part archiveisequal
to thetotal backup size minusthe Part Sizefor Split Archivesthat you have
defined in its configuration times one |l ess than the total number of parts.

45



Using the Akeeba Backup component

[TOTALSIZE]

Not recording the exact part size is deliberate. Trying to do that on backup
archives with hundreds of parts would risk exhausting the PHP memory and
cause the backup to fail. We consider being able to take a backup to be far
more important than getting down-to-the-byte accurate file sizes reported in
an email. Furthermore, byte accuracy is irrelevant since the file sizes are
reported in Kb, Mb or Gb (automatically scaled).

Thetotal size of the backup. If it's asingle part backup it reports the size of
the only backup archive part. If it's a mulitpart backup archive it reports the
sum of the sizes of al backup archive parts. The sizeis printed in Kb, Mb
or Gb (automatically scaled).

[REMOTESTATUSRAVvailable since Akeeba Backup 3.5.3. Shows the status of post-processing,

e.g. uploading the file to remote storage like Amazon S3. If you are not using
post-processing, this is always empty. If the transfer to the remote storage
was successful it will output "Post-processing (upload to remote storage) was
successful". If the transfer fails it will output "Post-processing (upload to
remote storage) has FAILED".

The options under Check for failed backups are used with the feature for checking for failed backups automatically.

Stuck backup
timeout

Email address

Email subject

Email body

Live update

A backup will be considered stuck (failed) after this many seconds of inactivity. Please note that
uploading backup archives to remote storage, such as Amazon S3, using the native CRON mode
might take substantially longer than that. We advise you to leave this value asis and schedule the
backup failure checks to take place a substantial amount of time (e.g. 1 hour) after the expected
end time of your scheduled backups. If a backup failure check takes place before a backup has
finished it is very possible that you will end up with afailed backup!

The email address which will be notified for failed backups

Leave blank to use the default. You can use all of Akeeba Backup's backup naming variables,
e.g. [HOST] and [DATE]

Leave blank to use the default. You can use all of Akeeba Backup's backup naming variables,
e.g. [HOST] and [DATE].

46



Using the Akeeba Backup component

Permissions Front-end backup Live update Security Back-end Push Notifications

© This section is internally used by Akeeba Backup when performing live update checks

Download ID |

Auto-update CLI settings Notify only -
Notification frequency 1

Motification time minutes -
Email for update nikosdion@gmail.com

notifications

Enable anonymous PHP, No -
MySQL and Joomla!
version reporting

These options define how Akeeba Backup will notify you regarding available updates

Download ID If and only if you are using the Professional release you have to specify your Download ID.
Otherwise Joomla cannot install the updates automatically. Y ou can get your Download ID by
visiting akeeba.com and clicking My Subscriptions. Your Download ID is printed below the
list of subscriptions. Filling in this field is required so that only users with a valid Professional
subscription can download update packages, just as you'd expect from any commercial software.

Note

Users of Akeeba Backup Core do not need to supply this information.

Enable Help us improve our software by anonymously and automatically reporting your PHP, MySQL
anonymous PHP, and Joomla! versions. This information will help us decide which versions of Joomlal, PHP and
MySQL and MySQL to support in future versions.

Joomlal version

reporting Note: we do NOT collect your site name, |P address or any other directly or indirectly unique

identifying information.
Security

These options define how Akeeba Backup will secure your settings

Permissions Front-end backup Live update Security Back-end Push Motifications

Li ] Security settings

Use encryption No Yes

Use Encryption Your settings can be automatically stored encrypted using the industry standard AES-128
encryption scheme. Thiswill protect your passwords and settings from prying eyes. If, however,
you do not want to use this feature, please set this option to No and reload the Control Panel page
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Back-end

to apply this setting. Do note that your server must have either the merypt or the OpenSSL PHP
extension installed for this feature to work. Please keep in mind that even if your site is using
HTTPS this doesn't mean that you have the OpenSSL PHP extension installed. Y ou usually have
to ask your host to enable it for you.

Tip
For security reasons, we recommend aways having this option turned on

Please notethat you may haveto go to the Configuration page and click on the Save & Closebutton
before Akeeba Backup can successfully detect if your server supports encryption or not. Before
doing that, Akeeba Backup might always report that your server does not support encryption.

Permissions Front-end backup Live update Security Back-end Push Notifications

(i ] Options instructing Akeeba Backup how to handle back-end scripting

Date format

Local time in Manage
Backups

Timezone suffix

D j/infY H:its

No

None Time Zone GMT Offset

I FB<
2]

These options define how Akeeba Backup will display its administration interface

Dark Mode

Optimize
JavaScript

Date format

Local timein
Manage Backups

Akeeba Backup comes with two color schemes: dark text on a light backround (Light Mode)
and light color text on a dark background (Dark Mode). Light Mode matches the colors in the
default Joomla administrator template. Dark Mode is better for working in darker rooms or for
accessibility reasons. This option controls which color scheme will be used.

Auto: Your browser decides. If your browser tells pages to use a darker theme, Akeeba Backup
will load its Dark Mode color scheme. This happense.g. with Firefox and Safari when Dark Mode
isenabled iniOS/ iPadOS / macOS, Chrome when Dark Modeis used in Android Oreo or later,
Firefox and Chrome when the Dark color scheme is used on Windows or GNOME etc.

Never: Akeeba Backup will always use the Light Mode color scheme.
Always: Akeeba Backup will always use the Dark Mode color scheme.

Automatically bundles all of Akeeba Backup's JavaScript (files and inline scripts) into a single
JSfile. Thisimproves the load performance of Akeeba Backup's pages on slow connections but
reliesonthemedi a/ com akeeba folder being writable. In very rare cases, third party plugins
may interferewith thisfeature and cause Akeeba Backup's JavaScript to never load. If you suspect
thisisthe case, or if you are explicitly told so by our support, please set this setting to No.

Defines how the Start time of backups will display in the Manage Backups page. Leave blank to
use the default date format. The date format follows the conventions of the PHP date() function
[http://www.php.net/date].

Whenthisoptionis set to No the timethe backup started isshownin GMT timezoneinthe Manage
Backups page. If you set it to Y es the time will be shown in the logged in user's timezone.
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Timezone suffix

Show the “Delete
everything before
extraction”

option

Push notifications

Please note that thisfeature will not work reliably unless you have set the correct server timezone
in Joomla's Global Configuration. Keep in mind that your server's timezone may be different
than the timezone you live in or the timezone of the hosting company's offices. For example,
it's possible for an Australian to be hosted with a British hosting company whose servers are in
Amsterdam. The correct server timezone in this case would be Europe/Amsterdam.

Moreover, you need to have selected your local timezone in your user profilein Joomlal.

If these prerequisites are not met the time displayed will be off. Lack of configuration on your
part is not abug on our part. Please triple check your timezone settings before filing a"bug" with
this feature.

Choose the suffix to append to the backup time in the Manage Backups page. None will result in
no suffix. We don't recommend it asit's not immediately obvious which timezone is being used.
Ti me Zone isthe recommended and default option. It will print the human readable timezone
setting, e.g. EEST for Eastern Europe Summer Time, PDT for Pacific Daylight Time and so on.
GV O f set will instead display the timezone as an offset from GMT, for example GMT+3 for
Eastern Europe Summer Time or GMT-7 for Pacific Daylight Time.

When this option is enabled, users restoring a backup will see the Delete everything before
extraction option. This is a danger ous option, meant for advanced users. It will try to delete all
files under the backed up site's root before starting the restoration. The obvious danger in this
optionisthat it might del ete morethan you expected sinceit cannot and does hot know the meaning
of each folder under your site'sroot. It might end up del eting your subdomains, add-one domains,
your emails or your cat photos.

Before using this option please make sure that you have kept copies of your backups and
any important files outside of your site. If you screw up when restoring your site we take no
responsibility. Y ou have been warned.

Permissions Front-end backup Live update Security Back-end Push Notifications

O Here you can configure push notifications for backup events to be sent directly to your phone, tablet, notebook or desktop computer.
You need to download the free-of-charge, third party application Pushbullet first.

Ask for Desktop

No v

Notifications permissions

Push nofifications

Disabled -

Pushbullet Access Token

Akeeba Backup 4.2.2 and later can notify you on backup start, finish and —sometimes— on backup failure using push
notifications delivered through the third party application Pushbullet. Push messages are delivered to all your devices
running the Pushbullet client software including smartphones and tablets (i0S, Android, Windows) as well as|aptops
and desktops (Windows, Linux, Mac OS X).

Please note that backup failure notifications can only be delivered for backups started through the back-end. For
technical reasons beyond our control these notifications can not be delivered for remote (JSON API) and scheduled
(CRON job) backups: if the backup fails the PHP executable stops working, therefore our PHP code to send
notifications can not work.
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Ask for Desktop  Enable this option to allow Akeeba Backup to display desktop notifications. Unlike push

Notifications notifications, these are only shown when you are taking a backup from the backend of your

permissions site, though your browser. They are displayed by your browser, not PushBullet. This feature is
only compatible with browsers implementing the desktop notifications API for JavaScript such
as Firefox, Safari or Google Chrome.

Push notifications Select the push notifications type. Currently only Pushbullet and None are supported. If you
choose None the push natifications are disabled.

Pushbullet Enter your Pushbullet Access Token. You can find it in your Pushbullet account page [https://

Access Token www.pushbullet.com/account]. Do note that this token gives full access to your Pushbullet
account and is visible by everyone who can view and edit Akeeba Backup's settings.

3. Basic Operations

The Basic Operations group contains the most common functions you will need on your daily Akeeba Backup usage.
In fact, you will only use the other pages sparingly, mostly when you create a backup profile or want to update it after
doing significant changes to your site.

3.1. Profiles Management

Profiles M anagement page

B system~ Users~ Menus~ Content~ Components ~ Extensions ~ Help ~ Akeebadeve L -

9 Akeeba Backup: Prof Manag lt”'_]c)c)rﬁl(:;ﬂ:"’

£ | Control Panel © New v | Copy X | Delete @ | Help

@ Active Profile: #1 Default backup profile

20 v | Ascending A D v

[l

Description

| Choose File | No file chosen Select an exported profile json file from this or a different site to quickly import its settings

The Profiles Management page is the central place from where you can define and manage backup profiles. Think of
each backup profile as an isolated container holding Akeeba Backup configuration values and filter settings. Each one
uniquely and completely defines the way Akeeba Backup will perform its backup process.

The main page consists of alist of all backup profiles. On the left hand column there is a check box alowing the
selection of a backup profile so that one of the toolbar operations can be applied. The other column displays the
description of the backup profile. Clicking on it leads you to the editor page, where you can change this description.

On the page's toolbar you can find the operations buttons:
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New Creates anew, empty profile. Clicking on thisbutton will lead you to the editor page, where you can define
the name of the new profile, or cancel the operation if you've changed your mind.

Copy Creates a prostine copy of the selected backup profile. The copy will have the same name and include all
of the configuration options and filter settings of the original.

Delete Permanently removes all selected backup profiles. All associated configuration options and filter settings
areremoved aswell. Thisisan irreversible operation; once a profile is deleted, it's gone forever.

Y ou can only delete one profile at atime. If you select multiple profiles, only the first one (topmost) will
be removed.

When you create a new profile or copy an existing profile, the newly generated profile becomes current. This means
that you can work on your new profile as soon as you're finished creating it, without the need to manually make it
current from the Control Panel page.

To the left of each profile's name you will find two buttons:

Configure... Clicking this button makes that profile current and opens the Configuration page. This is
equivalent to going back to the Control Panel, selecting that profile in the list, waiting for the
page to reload and clicking on Configuration. We figured that having to click to just one button
is much faster —and simpler!

Export You can export a profile in JSON format. Clicking this button will ask you to download a file
with al of the profile settings. Y ou will be able to import that file on the same or a different site
using the Import feature further down the page.

Please note that the file you are downloading contains all of the configuration information
UNENCRYPTED. We strongly advise you to only use this feature when connected to your site
over HTTPS. We also strongly advise against storing exported profile filesin mediawhich could
reasonably belost (e.g. USB keys) or cloud serviceswithout encryption that you manage yourself.
Whenever possible, encrypt the exported backup profiles e.g. with GPG or even in a password-
protected ZIP file before storing them.

You can aso find an Import area below the list of profile. Use the file browser field to select a previously exported
profile file from the same or a different site. Then click the Import button. Akeeba Backup will import the profile at
the end of the profileslist.

We strongly advise you to review your settings after importing aprofile. If the profile comes from another site you may
have used an absolute path or overridden the database connection information. In this case you will have to change
those settings to reflect the current site's configuration.

The Edit Profile page

4 Akeebadeve L

? Akeeba Backup: Edit Profile 534 Joomilal’

m + | Save & Close + Save & New @ | cancel @ Hep

Profile Description Default backup profile

The editor page which appears when creating or editing a profile is trivial. The only changeable parameter is the
profile'sdescription. Clicking on Save & Close appliesthe settingsand getsyou to the main Profiles Management page.

51



Using the Akeeba Backup component

Clicking on Apply applies the settings and returns you to the editor page. Finaly, clicking on Cancel will disregard
any changes made and get you to the main Profiles Management page.

Back in the list of profiles, you can click on the Configure button next to a profile to configure it. This changes your
currently active backup profile and takes you to the Configuration page.

3.2. Configuration Wizard

The Configuration Wizard is an automated process which benchmarks your server's performance and tries to fine tune
common configuration variables for optimal backup performance on your server. The Configuration Wizard settings
are applied to the current profile only. If you want to automatically configure a different profile, you have to select it
from the drop-down list in the Control Panel page before clicking on the Configuration Wizard button.

Do note that using the Configuration Wizard has the following effects:

* Your backup typeis switched to "Full site backup".

» Thearchiver engineis switched to "JPA (Recommended)".

» Post processing options are reset to "None" i.e. your backup will not be uploaded to a remote storage location.

If you want to use a different backup type and/or archive type, you can review the configuration changes after the
wizard isfinished.

The Configuration Wizard page

Akeel

¥ Joomlar

<€ | Control Panel @  Help

The Configuration Wizard runs a series of benchmarks on your server to determine the optimal backup settings for your site. Please do not navigate away from this page. It is
normal to appear frozen for periods up to three (3) minutes, depending on your server speed.

Benchmarking in Progress

Optimising the maximum execution time

Determining the required part size for split archives

The Configuration Wizard will automatically fine tune the following configuration parameters:
» AJAX method (use AJAX or IFrames)

* Optimize the minimum execution time so as to make the backup as fast as possible without your server throwing
403 Forbidden errors

» Adjust the location and/or permissions of the output directory. Useful if you just transferred your site to a new
server or location.

» Optimize the database dump engine settings to make database dump as fast as possible, while avoiding memory
outage errors

» Optimize the maximum execution time so that as few steps as possible are performed during the backup, without
causing atimeout
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» Automatically determinesif your server needs archive splitting.

| mportant

The Configuration Wizard does not address archive splitting to smaller parts which may be required in
some cases when you are using a post-processing engine (such as FTP, Amazon S3, Dropbox, etc). If you
will be using post-processing you may have to manually set the Part Size for Split Archivesto a different
value manually.

At the end of the wizard process, you can either try taking a backup immediately or review and possibly modify the
configuration parameters.

3.3. Configuration

Note

Some of the options discussed below may be only availablein the Professional edition whichisonly available
to paying subscribers.

The Configuration page consists of anumber of sections, grouping related optionstogether. Each option hasalabel on
theleft hand side. Y ou can hover your mouse over the label to see a quick reference (tooltip) for that option. Click on
the label to make the quick reference sticky. Click again to let it disappear after you move your mouse away fromit.

Some of the settingsfeature abutton at the right had side. These buttons either do some action on the setting'sfield, like
browsing for afolder and testing connection parameters, or it may be labeled Configure.... In the latter case pressing
the button will toggle the display of a subsection which contains further configuration options for your selection. This
istypically used to configure the archiver engine, the database dump and any post-processing option.

Another interface element worth mentioning are the composite drop-downs. Whenever you are supposed to enter a
number, Akeeba Backup presents you with a drop-down menu of the most common options. Y ou can either select a
value from the list, or select "Custom...". In the latter case, atext box appears to the right of the drop-down. Y ou can
now type in your desired value, even if it's not on the list. Do note that al of these elements have preset minimum/
maximum values. If you attempt to enter a value outside of that range, or an invalid number, they will automatically
revert to the closest value which is within the preset range.

Thetop of the Configuration page

-4 System ~ Users ~ Menus ~ Content ~ Components ~ Extensions + Help = Akeebadev® L -

2  Akeeba Backup:: Configuration bl Joomlal’

m + | Save & Close +  Save & New ©  Cancsl % configuration Wizard Schedule Automatic Backups @ Hep §  Options

Your settings are secured by 128-bit encryption. You can safely store your passwords in the cenfiguration

‘ © Active Profile: #1 Default backup profile ‘

‘ o If you are looking for the filters —e.qg. for excluding files, directories and database tables— please click on the Cancel button to get back to the Control Panel page where you can access these ‘
features directly.

Profile Description
Profile Description Default backup profile

One-click backup icon <
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The top of the page is Joomlas toolbar area. The Save button will save the backup profile settings and get you back
to the Configuration page. The Save & Close button will save the backup profile settings and take you to the Control
Panel page. The Save & New button will save the backup profile settings, create anew profile which is an exact copy
of the saved settings and return to the Configuration page of the new backup profile. The Cancel button aborts all
unsaved changes and takes you back to the Control Panel page.

The Configuration Wizard button will launch the Configuration Wizard. This is useful if you want to initialize your
backup profile or reset any settings you are not sure about.

The Schedule Automatic Backups button will take you to the page where you can find out how to automate your
backups.

On thetop of the main page you can see areminder of whether you're using encryption for your backup profile settings
(something that you can change in the component's Options, accessible from the Options button in the toolbar). We
recommend only saving passwords in the configuration when encryption is enabled.

Note

Encryption is not a panacea. The configuration is stored in the database encrypted and the decryption key is
stored in afile. This is meant to protect you from a vulnerability which allows the attacker to only access
the database. If the attacker can read or, worse, write to your site's files your settings can be reasonably
considered compromised: the attacker has al the information they need to retrieve both the encrypted data
and the decryption key.

Furthermore, whenever you export a backup profile the resulting file is unencrypted. Thisis on purpose. The
decryption key is site-specific, generated whenever you do a clean installation of Akeeba Backup on your
site. If the settings were exported encrypted you'd be unable to import them on a different site.

Below you can find the numeric ID and title of the active backup profile. This acts as a reminder, so that you know
which profil€'s settings you are editing.

Further down you will find the Profile Description area. You can view and change the backup profil€'s description
here, without having to go through to the backup profiles page.

The One-click backup icon box, if checked, will result in a quick icon for this backup profile being displayed in the
Control Panel page. Clicking on that icon will start a backup using that profile, without waiting for your confirmation.

Below you'll find areference for all the options, grouped by the section they belongin.
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3.3.1. The main settings

3.3.1.1. Basic Configuration

Basic configuration

Basic Configuration

Output Directory Mvarfwww/htmlfakeebadev/administrator/components/com_akeebafbackup E|
Log Level All Information and Debug v
Backup archive name site-[HOST]-[DATE]-[TIME_TZ]

Backup Type Full site backup v

Client-side implementation of minimum

execution time

Use IFRAMES instead of AJAX

Use database storage for temporary data

Output Directory

This is the directory where the result of the backup process goes. The result of the backup -
depending on other configuration options - might be an archive file or a SQL file. Thisis aso
where your backup log file will be stored. The output directory must be accessible and directly
writable by PHP.

Providing a directory with adequate permissions might not be enough! There are other PHP
security mechanisms which might prevent using a directory, for example the open_basedi r
restriction which only allows certain paths to be used for writing files from within PHP. Akeeba
Backup will try to detect and report such anomalies in the Control Panel page before you attempt
abackup.

The output directory, al of its subdirectories and all files contained therein are automatically
excluded from the backup. Do not use a folder that contains files you want to back up as your
backup output directory. Most importantly, do not use your site's root as your output directory!
This will lead to a backup that does not have any of your site's files, making it useless! Akeeba
Backup will attempt to warn you in this case.

Y ou can use the following variablesto make your setting both human readable and portable across
different servers - or even different platforms:

e [DEFAULT_OUTPUT] is replaced by the absolute path to your site's admi ni st rat or/
conponent s/ com akeeba/ backup directory. Thisis assigned as the default location of
output files unless you change its location. If you leave it as it is, you are supposed to make
sure that the permissions to this directory are adequate for PHP to be able to write to it.

* [SITEROOT] isautomatically replaced by the absolute path to your site's root

« [ROOTPARENT] is automatically replaced by the absolute path to the parent directory of
your site's root (that is, one directory above your site's root)
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Log Level

Backup archive
name

You can aways click on the Browse... button to open a directory picker interface. Inside that
interface and next to the folder's location there is the button labeled Use. Click on it to make the
current directory the selected one and close the pop-up. To make it even easier for you, Akeeba
Backup displays a small icon next to the Use button. If it's a green check mark the directory is
writable and you can use it. If it'sared X sign, the directory is not readable and you either have
to select adifferent directory, or change this directory's permissions.

This option determines the verbosity of Akeeba Backup'slog file:

e Errorsonly. Only fatal errors are reported. Use this on production boxes where you have
already confirmed there are no unreadable files or directories. We do not recommend using
this setting.

e Errors and warnings. The minimum recommended setting, reports fatal errors as well as
warnings. Akeeba Backup communicates unreadable files and directories which it wasn't able
to backup through warnings. Read the warnings to make sure you don't end up with incomplete
backups! Warnings are also reported in the Backup Now page GUI irrespective of the log
verbosity setting as a convenience.

o All information. As "Error and Warnings' but aso includes some informative messages on
Akeeba Backup's backup process.

< All Information and Debug. Thisisthe recommended setting for reporting bugs. It isthe most
verboselevel, containing devel oper-friendly information on Akeeba Backup's operation. Please
take a backup using thislog level before requesting support from us.

* None. Thislog level isnot recommended. It disables |ogging altogether.

We recommend using Errors and Warnings after you have confirmed that your backup is running
properly and All Information And Debug when you need to request support.

Here you can define the name of your backup files. Y ou must not enter an extension, it's added
automatically.

There are afew available variables. Variables are special pieces of text which will be expanded to
something el se at backup time. They can be used to make the names of the files harder to guessfor
potential attackers, aswell as allow you to store multiple backup archives on the output directory
at any given time. The available variables and their expansion at backup time are:

[HOST] The configured host name of your site.

Note

Whenever you visit Akeeba Backup's Control Panel we store the
host name in the database and try to use it when you take a backup
fromthe command line. I thisvalue cannot be stored or if your site's
host name changed since the last time you may get an incorrect host
name when taking a backup from the command line, i.e. when you
are using the akeeba-backup.php script, typically from a CRON job.

[DATE] The current server date, in the format YYYYMMDD (year as four digits,
month as two digits, day as two digits), for example 20080818 for August
18th 2008.

[YEAR] The year of the current server date, as four digits
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[MONTH]
[DAY]

[WEEK]

[WEEKDAY]

[RANDOM]

[TIME]

[TIME_TZ]

[TZ]

[GMT_OFFSET]

[TZ_RAW]

[VERSION]

The month of the current server date, as two digits (zero-padded)
The day of the current server date, as two digits (zero-padded)

Thecurrent week number of theyear. Week #1 isthefirst week with aSunday
init.

Day of theweek, i.e. Sunday, Monday, etc. The full nameisreturned in your
current Joomlal language. Front-end, remote and CRON backups may return
thisin English or your default Joomlal language. Thisis not abug, it is how
Joomlal's tranglation system is supposed to work.

A 16-character random string.

Using this variable makes it outright implausible that an attacker can
successfully guessthe filename of your backup archive and accessit over the
web if you are using a backup output directory that's under your site's root
and which is unprotected from direct web access, either because you have
not put a .htacces or web.config filename or because your web server does
not understand (e.g. NginX) or is not configured to honor such files.

Please note that -[RANDOM] will be appended automatically to the Backup
archive name if you are using the default backup output directory and you
are not already using the[RANDOM] variable in your Backup archive name.
This will happen automatically at backup time. You cannot override this
behavior because it is a security feature.

The current server time, in the format HHMMSS (hour astwo digits, minutes
astwo digitsand secondsastwo digits), for example 221520 for 10:15:20 pm.

The current server time, in the format HHMMSSGMTOOOQOO (hour as two
digits, minutes as two digits and seconds as two digitsfollowed by GMT and
the the offset to the GM T timezone as four digits), for example 221520GMT
+0300 for 10:15:20 pmin Nicosia, Cyprus (which is 3 hours ahead of GMT).

We strongly advise using thisinstead of [TIME] to remove any ambiguity on
which timezoneisbeing used. Thisis especially important if you rely on the
filenames to understand which isthe backup you are looking for or when you
have multiple people taking and restoring backups in different timezones.

The timezone all dates and times are expressed in. This variable gives you
thetimezone in amanner that is safe for use in filenames, even on Windows.
For example, asia_nicosiafor Nicosia, Cyprus.

Thetimezoneall dates and times are expressed in. Thisvariable givesyou the
timezone as an offset to the GMT timezone. For example +0300 for Cyprus
(3 hoursahead of GMT), +0530 for India (5 hours 30 minutes ahead of GMT)
or -0600 for Chicago (6 hours behind GMT).

The timezone all dates and times are expressed in. This variable gives you
theraw timezone, e.g. Asia/Nicosiafor Nicosia, Cyprus. Kindly notethat this
resultsin invalid filenames on Windows.

The version of Akeeba Backup. Useful if you want to know which version
of Akeeba Backup generated this archivefile.
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Backup Type

[PLATFORM_NAMIHje name of the platform Akeeba Backup is currently running under. This
always returns "Joomlal".

[PLATFORM_VERSH@Negrsion of the platform Akeeba Backup is currently running under. This
always returns the current Joomla! version, e.g. 1.2.3.

[STTENAME] The name of the site, lowercased and transformed into a format which
guarantees compatibility with all filesystem types commonly found in
modern Operating Systems. Please note that the site name will be trimmed
at 50 charactersif it'slonger.

The date and time options are expressed in the timezone sel ected in the component's Options page
under Backup Timezone. By default thisisGMT. Y ou are advised to change this to the timezone
your site administrators are most familiar with.

It defines the kind of backup you'd like to take. The backup types for Akeeba Backup are:

» Full site backup which backs up the Joomlal database, any extra databases you might have
defined and al of the site's files. This produces a backup archive with an embedded installer
so that you can restore your site with ease. This is the option 90% of the users want; it is the
only option which creates a full backup of your site, capable of producing a working site if
everything is wiped out of your server.

* Main site database only (SQL file) which backs up only the Joomlal database. It resultsin a
single SQL file which can be used with any database administration utility (e.g. phpMyAdmin
to restore only your database should disaster strike. This option is recommended for advanced
users only.

 Sitefiles only which backs up nothing but the site'sfiles. It is complementary to the previous
option.

Warning

Having one "main site database" backup and one "sitesfiles only" backup is not equal
to having afull site backup! The full site backup stores the database dump in amore
detailed format and also includes an installation script which, just like Joomlal's web
installer, allows you to effortlessly recover your site even if everything is wiped out
of your server. It acts as the glue between the two pieces (files and database).

« All configured databases (ar chive file) which creates an archive file containing the database
dumps of your site's database and an installer script to restore them. It's like a full backup
without thefiles.

« Incremental (filesonly). Thisisthe same as the Site files only option, but instead of backing
up al of your site's files, it only backs up the files which changed since the last time you
performed abackup. The only comparison made is between the file's modification time and the
last successful backup'stime. The"last successful backup" refersto the last backup made using
this backup Profile and which has a status of "OK", "Remote" or "Obsolete".

Restoring an incremental backup set is a manual process. You have to manually extract the
files from your "base" backup (an archive made with a Full Site Backup profile), then extract
all incremental archives on top of it. Finally, used this collection of extracted files to restore
your site. This process should only be used if you really know what you are doing. Do not trust
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Client-side
implementation
of minimum
execution time

Use IFRAMEs
instead of AJAX

Use database
storage for
temporary data

that Akeeba Backup can sort out the collection of incremental backups and help you restore
them. It won't.

» Full site, incremental files. Thisbackup is acombination of Full site backup and Incremental.
It works like afull site backups except for the sitefiles. The sitefiles are treated the same asan
Incremental backup, i.e. only modified files areincluded. This backup typeisintended for sites
with frequently changing database contents and infrequently changing files. The samewarnings
about restoration as an Incremental backup apply.

Akeeba Backup splits the backup process into smaller chunks, called backup steps, to prevent
backup failure due to server time-out or server protection reasons. Each backup step has a
minimum and maximum duration defined by the Minimum Execution Time, Maximum Execution
Time and Execution Time Bias parameters in this Configuration page. If the step takes lesstime
to complete than the minimum duration Akeeba Backup will have to wait.

When thisbox isunchecked (default) Akeeba Backup will havethe server wait until the minimum
execution time is reached. This may cause some very restrictive servers to kill your backup.
Checking this box will implement the waiting period on the browser, working around this
limitation.

| mportant

This option only applies to back-end backups. Front-end, JSON API (remote) and
Command-Line (CLI) backups always implement the wait at the server side.

Normally, Akeeba Backup uses AJAX to perform each backup step. In some very old browsers
this didn't work very well, hence this option. When selected, Akeeba Backup will use a hidden
IFRAME on the page to step through the backup process. In modern browsers this might actually
prevent the backup from working dueto the browsers' ad blocking or security features. Y ou should
have no reason to use this option. Please do not use it unless you are told to do so by our support.

Normally, Akeeba Backup stores temporary information required to process the backup in
multiple steps in .php files stored in your Output Directory. In very rare circumstances the host
mistakes thisfile for malicious code, deletes it automatically and the backup fails or immediately
restarts without any apparent reason. If this happens, enable this option. It tells Akeeba Backup
to use your site's database to store this temporary information instead of .php files.

Do note that on some hosts this will cause the backup to fail with a "MySQL server has gone
away" error message. That is a problem with the host's configuration. In those cases, nothing can
be done. Our suggestion: if you receive such an error, migrate your site to a new host as the one
you are using is most likely overcrowded and restricted. Moving to a faster, more reliable host
can benefit your sitein many more ways than just being able to run a backup.
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3.3.1.2. Advanced configuration

Advanced configuration

Advanced configuration

Database backup engine

Filesystem scanner engine

Archiver engine

Post-processing engine

Upload Kickstart to remote storage

Archive integrity check

Embedded restoration script

AMNGIE Password

Virtual directory for off-site files

Database backup
engine

Filesystem
scanner engine

Archiver engine

Post-processing
engine

Upload Kickstart
to remote storage

Archiveintegrity
check

Native MySQL backup engine A\l ~ Configure...

Smart scanner Ml /~ Configure...
JPA format (recommended) Ml /~ Configure...

No post-processing Ml /~ Configure...

ANGIE for Joomia! Sites

external_files

This option controls how Akeeba Backup will access your database and produce a dump of its
contents to an SQL file. It is used with all backup types, except the files only type. The available
options for this setting are discussed in the Database dump engines section of this document.

This option controls how Akeeba Backup will scan your site for files and directories to back up.
The available options for this setting are discussed in the File and directories scanner engines
section of this document.

This option controls which kind of archive will be produced by Akeeba Backup. The available
options for this setting are discussed in the Archiver engines section of this document.

Akeeba Backup alows you to post-process the backup archives once the backup process is
over. Post-processing generally means sending them somewhere off-server. This can be used, for
example, to moveyour backup archivesto cloud storage, increasing your datasafety. Theavailable
options for this setting are discussed in the Data processing engines section of this document.

By selecting this option you instruct Akeeba Backup to aso upload kickstart.php on the remote
storage alongside your backup archive. When used with the Upload to Remote FTP Server and
Upload to Remote SFTP Server you can perform easy site transfers without leaving your browser.
Enter the new site's (S)FTP information in the Data Processing Engine configuration and select
the Upload Kickstart to Remote Storage option, then take a new backup. When the backup is
completejust open the new site'skickstart.php URL (e.g. http://www.example.com/kickstart.php)
in your browser to begin the restoration on the new site's server. This even works with mobile
devices, allowing you to transfer sites without using a laptop or desktop computer and without
using up alot of bandwidth on your device.

When enabled Akeeba Backup will go through the archive extraction process without writing
anything to the disk. This makes sure that the archiveis not corrupt. If the archive is found to be
corrupt an error is raised and the backup process stops.
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Thisfeaturewill NOT work when the Process each part immediately option is enabled in the Post-
processing Engine configuration. When you are processing each part immediately the backup
archive parts are transferred away from your server before the end of the backup isreached. Asa
result it is not possible to do atest extraction (the archive file parts are no longer there, so there's
nothing to try and extract). It WILL however work when you are simply using a post-processing
engine (e.g. Upload to Amazon S3) without the process each part immediately option. Please bear
in mind that the integrity check runs BEFORE post-processing (uploading) the backup archive
partsto remote storage because there's no reason to put abroken archive for safe-keeping in remote
storage.

This feature will only work if you are using an Archiver Engine which creates backup archives.
This is typically the case with most Archiver Engines. Notable exceptions are, of course, the
DirectFTP and DirectSFTP engines which do not produce backup archives. If you enable this
feature on a backup profile using either of these Archiver Engines you'll get awarning.

Enabling this feature will increase the time required to complete the backup process and use
substantially more memory and CPU resources. Akeeba Backup goes through the same archive
extraction process as Kickstart with the only difference that it does not write anything to the disk.

Finally do keep in mind that this feature only makes sure the archive can be extracted, it does not
test whether the database data can be restored or if the restored site works correctly. It's still up
to you to do a periodic, complete test restoration of your site.

Akeeba Backup will include a restoration script inside the backup archive in order to make
restoration easy and the backup archive self-contained. Y ou do not need anything else except the
archivein order to restore asite. Restoration scripts honour the settingsin your configuration.php,
maodifying only those necessary (for example, the database connection information), allowing you
to create pristine copies ("clones") of your site to any host. Y ou can find more information about
restoration scriptsin the next Chapter.

If you are using the ANGIE embedded installer script you can optionally password-protect it,
preventing unauthorised access to the installer. When you run the installer you will be asked to
enter this password. Please note that the password is case sensitive, i.e. ABC, abc and Abc are
three different passwords.

Using the off-site directories inclusion of Akeeba Backup Professional, the component will be
instructed to look for filesin arbitrary locations, even if they are outside the site's root (hence the
name of that feature). All the directories included with this feature will be placed in the archive
as subdirectories of another folder, in order to avoid directory name clashes. We call this folder
the "virtual directory”, because it doesn't physically exist on the server, it only exists inside the
backup archive.

3.3.1.3. Site overrides

These settingsare all optional and only availablein AkeebaBackup Professional. They allow you to back up adifferent
site than the one Akeeba Backup is currently installed. Essentially, you can install Akeeba Backup on one site and
have it back up all sites on the server.

Note

Y ou do not need to set anything up in this section if you only intend to backup or transfer your site. Thisis
only required when you want Akeeba Backup to backup a different site than the oneit isinstalled in.
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Siteoverrides

Site overrides

Site root override

Force Site Root

Site database override

Database driver

MySQL v

Database server hostname

Database server port

Username
Password
Database name

Prefix

Site root override

Force Site Root

Site database
override

Database driver

Database
hostname

Database server
port

Username

When not checked (default), Akeeba Backup will back up the files and folders under the root of
the siteit isinstalled. When this option is checked, it will use the site root in the Force Site Root
option below. Use this when you want to backup a different site than the one Akeeba Backup is
installed in.

Theroot of the site to back up. Thisis only necessary if you have checked the Site root override
option above.

When not checked (default), Akeeba Backup will back up the database tables inside the database
to which the site Akeeba Backup is installed in connects to. In other words, when this option is
not checked, Akeeba Backup will back up the current site's database.

On the other hand, if this option is checked, Akeeba Backup will backup the database whose
connection information you specify in the settings below. Use this when you want to backup a
different site than the one Akeeba Backup isinstalled in.

Choose between the database driver.

For MySQL databases you can choose between the MySQL and MySQL.i driver. If you do not
know the difference between the two, MySQL.i (with thetrailing "i" which standsfor "improved")
isthe best choice.

The hostname or IP address of the database server. Usually that'sl ocal host or 127. 0. 0. 1.
If unsure, ask your host.

If your database server uses anon-standard port, enter it here. If you have no ideawhat this means,
you most likely need to leave that field blank.

The username to connect to your site's database.
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Password

Database name

Prefix

The password to connect to your site's database.
The nae of your database.

The prefix of the tables of the site you're backing up. That's the common part of their names up
to and including the first underscore.

3.3.1.4. Optional filters

Optional filters

Optional filters

Date conditional filter

Backup files modified after 1981-02-20 12:15 GMT+2
Exclude error logs L4
Exclude host-specific stats folders =

Skip Finder terms and taxonomy tables ¢

Exclude MyJoomla

data td

These optional filters allow you to exclude files or database tables without having to manually select them in the
respective exclusion filter pages.

Date conditional filter

Date conditional
filter

Backup files
modified after

Tick the checkbox to activate thisfilter. It allowsyou to backup only files modified after a specific
date and time. Thisisdifferent than theincremental file only backup. It allowsyou to backup files
newer than the specified date no matter which backup mode (full site backup, files only backup,
incremental files only backup) you are using.

Files before this date and time will be skipped from the backup set. The format for the date and
timeparameterisYYYY-MM-DD HH:MM:SSTIMEZONE. Thismeansthat you have to specify
the year as four digits, followed by a dash, then the month as two digits (e.g. 09 for September),
followed by adash, then the day astwo digits (e.g. 01 for the 1st day of the month). For example,
September 1st, 2010 is written as 2010-09-01. If you want to specify the time, leave a space after
the date and write down the time as the hour using two digits (00-23, no am./p.m. is supported!),
then a semicolon, then the minutes as two digits, followed by a semicolon, then the seconds as
two digits. For example 59 seconds after 11:05 p.m. is written as 23:05:59. Y ou can optionally
leave a space after the time and specify the timezone as GMT+/-time. For example, GMT-6 is
Dallas time which is six hours behind the GMT and GMT+2 is two hours ahead of GMT which
isthe Eastern Europe Time. If you do not specify atimezone the GMT timezone is assumed.

| mportant

Y ou haveto set your server'stimezone in Joomlal's Global Configuration for thisfeature
to work reliably. If you get strange results, try editing your site's Global Configuration
before asking us for support.
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Exclude error
logs

Exclude host-
specific stats
folders

Joomlal User
Actions Log

Skip Finder terms
and taxonomy
tables

Exclude
mySites.guru
data

Automatically exclude error log files, e.g. error _| 0og, no matter where they are on the site
being backed up. These files change their size while the backup is in progress which may lead
to corrupt backups.

When enabled, AkeebaBackup will automatically exclude the most common host-specific folders
for storing access statisticsfor your site. Thesefoldersare read-only by your web site user, causing
restoration issues if they are backed up

Skipsover the contents of the Joomlal User Actions Log. The database table holding these records
can get quite big on a busy site, slowing your backup down and bloating its size. Skipping over
this data does not have an adverse impact to the functionality of the site.

Since Joomlal 2.5, the Joomlal CM S ships with a feature called "Smart Search”, also known as
"Finder". Thisisamini search engine built into the CMS. It works by scanning your content and
keeping a complex database structure linking potential search terms (words) with content items
in compatible components. Due to its nature it stores an immense amount of information in the
database. Thisinformation takes a very long time to back up. Moreover, thisinformation doesn't
need to be backed up asit can beregenerated by using the"Reindex" buttonin Smart Search’'s back-
end interface. Intheinterest of speeding up your backups and not including redundant information
in the backup Akeeba Backup by default has this option enabled. This instructs the database
backup portion of our backup engine to skip backing up the contents of Finder's (Smart Search's)
tables. If for some reason you want to back up this content please uncheck this box.

mySites.guru (formerly MyJoomla.com) stores several info about your files in your database,
inflating the size of the backup archive. You can exclude this data since they will be restored
during the next audit of your site

3.3.1.5. Quota management

Quotas let you automatically remove backup archives and / or backup records based on specific criteria. Quotas are
always cal cul ated against the backup r ecor ds, not the backup archives on disk on or on remote storage. I n other words,
if you do not see a backup record in the Manage Backups page it is NOT taken into account when applying quotas.

Furthermore, quotas will take into account only the backup record, without checking if the file exists. If a backup is
listed as OK or Remote in the Manage Backups page it participates in the quotas.

The quotas apply per backup profile. They will only take into account backup records in the same backup profile.

Finally note that the quotas are only being applied at the end of a successful backup, even if post-processing
(transferring it to remote storage) failed. It is therefore recommended that you keep an eye out for failed transfers —
appearing as warnings in the backup logs and the CL1 backup script's output — to avoid an over-zeal ous quota setting
from removing your last full, good backup.
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Quota management

Quota management

Enable remote files quotas

Enable maximum backup age quotas

Maximum backup age, in days

Don't delete backups taken on this day of

the month

Obsolete records to keep

Enable size quota

Size quota

Enable count quota

Count quota

Enable remote
files quotas

Enable maximum
backup age
guotas

Maximum back
age, in days

Don't delete
backups taken on
this day of the
month

31.00 v | days

1.00 v | day

50.00 v | items

15.00 * MB
<

Custom... | 3.00

When checked, the quota settings will also be applied to remotely stored files. This option only
works with the cloud storage engines which support remote file deletion.

Please keep in mind that remotefile quotas, just likelocal file quotas, only apply to backup records
in the database. Akeeba Backup cannot and will not consider files present in the remote storage
which do not have a corresponding backup record in the same backup profile. Furthermore, if you
manually delete the files from the remote storage but leave behind the backup record in Akeeba
Backup, these backups will still participate in quotas, even though their files no longer exist.

When checked, Akeeba Backup will only apply quotas based on the date and time the backup was

started. This allows you to easily do something like "keep daily backups for the last 15 days and
aways keep the backup taken on the first of each month".

Warning

Enabling this options makes Akeeba Backup completely ignore the size and count
quotas.

Only applies when the Enable maximum backup age quotas option is enabled.

Backups older than this number of dayswill be deleted. Newer backups will not be del eted.
Only applies when the Enable maximum backup age quotas option is enabled.

Even when a backup is older than the Maximum back age, in days setting, it won't be deleted if
it was taken on this day of the month. For example, if you set thisto 1, backups taken on the first
day of each calendar month will not be deleted. Setting this option to 1, the backup ageto 31 and

enabling the maximum backup age quotas you end up keeping all backups taken the last month
and keeping the backups taken on the first of each month.
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Obsolete records
to keep

Enable size quota
Size quota
Enable count

quota

Count quota

When thelocally stored files of abackup record are deleted (either manually or automatically after
uploading it to a remote storage) the record is marked as Obsol ete or Remote. Some users prefer
to limit the number of the backup entries showing in the Manage Backups (formerly "Administer
Backup Files') page. This option instructs Akeeba Backup to keep at most that many obsolete/
remote records and automatically delete older obsolete/remote entries. Thisis different than the
rest of the quotas because it doesn't remove files from your server, it removes the backup entry
from Akeeba Backup's interface.

Warning

Backups marked as "Remote" are also considered obsolete records: the backup archive
does not exist on your server, it only exists on the remote storage. Therefore this setting
will also remove the backup records for the Remote backups. Since you are removing the
backup recordsthey WILL NOT participatein remotefile quotas! Thereforethe Obsolete
records to keep setting MUST be higher than the total number of backups you will keep
before the quotas kick in plus one.

For example, if you aretaking 4 backups aday and you have enabled a maximum backup
age quota of 30 days you need to set the Obsolete records to keep to at least 121 (4
backups / day x 30 days + 1 = 120 + 1 = 121). Otherwise the maximum backup age
quotas will NOT work as expected.

| mportant

A quotavalue of zero means "Keep all obsolete records" rather than "delete all obsolete
records’. To make it abundantly clear: if you set the "Obsolete records to keep" setting
to 0 then Akeeba Backup will NOT remove ANY obsolete records EVER.

When checked, old backup archives will be erased when the total size of archives stored under
this (and only this) profile exceed the Size quota setting.

Defines the maximum aggregated size of backup archives under the current profile to keep. Only
has an effect if the previous options is activated.

When checked, old backup archives will be erased when there are more backups stored under this
(and only this) profile exceed the Count quota setting.

Defines the maximum number of backups under the current profile to keep. Only has an effect
if the previous optionsis activated.

66



Using the Akeeba Backup component

3.3.1.6. Fine tuning

Finetuning
Fine tuning
Minimum execution time 0.00 v 5
Maximum execution time 25.00 v| 5
Execution time bias 75.00 v | %%

Resume backup after an AJAX error has i

occurred

Wait period before retrying the backup 10.00 v| s

step

Maximum retries of a backup step after an 3.00 v
AJAX error

Disable step break before large files
Disable step break after large files
Disable proactive step breaking
Disable step break between domains
Disable step break in finalisation

Set an infinite PHP time limit L4

Minimum Some servers deploy anti-hacker measures (such as mod_evasive or mod_security) which will

execution time deny connections to the server if the same URL is accessed multiple times in a limited amount
of time. Akeeba Backup has to call its backup URL multiple times, so it runs the risk of being
treated as a potential hacker and denied connection to your server, resulting to backup failure.

In order to work around this issue, Akeeba Backup can throttle the rate of server requests using
this setting. A minimum execution time of 2 seconds means that calls to the backup URL will
happen at most once every two seconds. Y ou are suggested to keep the default value.

Maximum Akeeba Backup hasto divide the backup processin individual small stepsin order to avoid server

execution time timeouts. However, it hasto know how small they haveto be; that'swhy this setting exists. Akeeba
Backup will try to avoid consuming moretime per step than this setting. Y ou have to use anumber
lower than the maxi mum executi on_ti me setting in your host's php.ini file. In fact, we
suggest using 50% of that value here: if your host allows up to 30 seconds in the php.ini, you
have to enter no more than 15-17 seconds here. If unsure, 7 seconds is a very safe value under
most configurations.

Execution time When Akeeba Backup calculates the available time left for performing operations within the
bias current backup step a number of external settings may skew this result and lead to timeout
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after an AJAX
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Disable step
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Disable step
break after large
files

Disable proactive
step breaking

Disable step
break between
domains

errors. This setting defines how conservative the backup engine will be when performing those
calculations and is expressed as a percentage of the Maximum execution time parameter. Theless
this setting is, the more conservative Akeeba Backup gets. It is suggested not to use avalue over
75%, unless you have avery fast server. If you experience timeouts, you may want to lower this
setting to a value around 50%.

When this option is unchecked Akeeba Backup will completely stop the backup when the server
responds with an error or the communication with the server is cut short. When this option is
enabled (default), Akeeba Backup will try to resume the backup by repeating the last backup
step. Thiswill not let you successfully resume all backups which result in an error: only backup
attempts temporarily blocked by server CPU usage restrictions or network outage issues can be
resumed. If the backup fails due to atimeout error, memory outage, incompatible server software
etc the backup resumption will result in the same error until it leadsto a permanent backup failure.

| mportant

Thisfeature only appliesto back-end backups. Thisfeature will not be taken into account
when you have enabled the Process each part immediately option in the configuration of
the Data processing engine since it's impossible to retry backing up to a backup archive
which may have already been transferred to remote storage and removed from the server.

How many seconds to wait before resuming the backup. It is advisable to set this to 30 seconds
or more (120 seconds is recommended in most cases) to give your server / network the necessary
time to recover from the error condition which caused your backup to fail.

How many consecutive times should we retry resuming the backup before finally giving up and
throwing a permanent error (backup failure). 3 to 5 retries work best on most servers.

When the application detects alarge file (see the filesystem scanner engine configuration) it will
try to break the execution of the current backup step and start backing up the large filein itsown
backup step. Thisisaconservative behaviour that increasesthe likelihood of being able to backup
large files bu